Hacrtpoiika DFL-210 nisa pa6orsl PPTP kianentom B ceTsaix tuna Kopouna
+ DHCP+ DNS Relay + Cratuuecknii Poyruar(Mocksa).
(npowuexa 2.05.00)

Ortkpoiite Web-0paysep u BBenute [P-agpec MexceTeBoro s3kpaHa B apeCcHyI0 CTPOKY (110
ymomuanuio 192.168.1.1) u Haxxmute Enter. ABropusyiitecs (110 yMOIYaHUIO apOJib U JIOTHH
admin).

I[anee I[O68.BJ'I$ICM HYXHBIC HAM OOBEKTHI:

PPTP_CLI (Yka3siBaercs IP anpec Bamero PPTP (VPN) cepepa)
DHCP POOL —-192.168.1.50-192.168.1.100
NETMASK —255.255.255.0

Knukaute no 3Haky «+» psgom ¢ nankoid Objects u BeiOepute Address Book, 3atem Haxxmute
Add, u3 mento BeiOepete 1P4 Host/Network.

§ orL21 4, Address Book

@ Syzstem

£ Objects “4] The Address Book contains symbolic names for various types of addresses, induding IF networks and Ethemnet MAC addresses.
'déj

:

Address Book ]

| o, InterfaceAddresses -
F‘j Application Layer Gateways

Services vﬂ IP4 Host/Network)
Sehedule Profies )ij IF4 Address Group Address ¥ UserAuthGroups * Comments ¥
: &fogg Certificates ¥ Ethemet Address ses This Foh?ler contains addresses for interfaces
- 7 VPN Obiects ¥ Ethermet Address Group 0.0.0.0/0 All possible netwarks
- § Rules g, Address Folder

@ Right-click on a row for furthe

E
(- g Interfaces
(- 74 Routing

Hanpuwmep, no6asum DHCP_POOL
4 Untitled
General | User Authentication

4 General ]

- } Use an IP4 Address item to define a name for a specific IP4 host, network or range.

Hheares DHCP_POOL

IF Address: | 195 168,1,50-192,168,1,100 &.g: "172.16.50 .87, *192.168.30.7, 192.168.20.11%, *182.168.7.0/24" and

"72.16.25.10-172.18.25 50"

# ) Comments L]

Comments:

[ (=18 H Cancel ]

IToce 3anonHenus Bcex nojied Haxxumaem OK.



KiukanTe 1o 3HaKy «+» psgom ¢ nankoi Interfaces, u Beioepete Ethernet, 3atem cripaBa
BbIOepuTe WAN.

_

& DFL-210
~° Syztem
-] Objects m Configure the settings for the Ethernet adapters in

~_# Rules
nterfaces

#8) Ethemnet

g Hﬂrﬂe“’ I,Fv m -

..... VLAN 2 ’ :
""" ?_.‘::IPs,ecTunnets T 3 Wan_ip pEnRE

dmz dmz_i dmznet
""#PPPDE i 2 : lan : |E|:1_ﬁ:rl:| lannet
-l LZTRIPPTF Servers
-4l LZTPIFPTP Clients
----- R Interface Groups
----- # 4RP Table

- a Routing

- & 03 /1DP

| g U=er Authentication
-+ 7 Traffic Shaping

& E-E-E

[ToctaBsTte ranouxy Ha Enable DHCP client.

Mame: wan

IF Addrass: |wan_ip w
MNetwork: |wannet

Default Gateway: [{None) b

Ensbls DHCF {'.Iiena

|:| Enable Transparent Mode

Hanee, na Bkinaake Advanced canmute ranouky ¢ Add default route if default gateway is
specified u naxxmute OK.

; 5 . |
ol Generﬂl] Hardware Settings [:F:d'.fﬂnced]

# ) Automatic Route Creation

Automatically add commonly used routes related to th

Add route for interface neteork

|t| Add default route if default gateway is 5pecifie-|£|




Hacrpoka DFL-210 PPTP (VPN) kiuenTa.

Cnesa Bo Briagke Interfaces, Boioepute L2TP/PPTP Clients, nanee naxmure Add u3
nosisuBLerocst MeHto Beionpaem L2TP/PPTP Clients.

- System [a] Q L2TP/PPTP Clients
= B8 Objects

5B Addres =i =
= -g‘c'*dd““ Book Fod L2TR/PPTF (Layer 2 Tunneling Protocol/Pointto-Point Tunneling Protoool) interfaces are used for terminating L2TP/PPTP-based VPN
i InterfaceAddresses tunnels.

----- EQ Application Layer Gateways

----- Ty Services '

#h Schedule Profies
K509 Certificates # ¥ Mame ¥ TunnelProtocol ¥ RemoteEndpoint ™ RemoteNetwork ¥  Username ¥ DialOnDemand ¥ Comments *
B[4 VPN Objects _
- # Rules Lll Right-clidk on a row for further opticons.
E' ;Interfaoea]
- §i Ethernet
..... HE) VLAN
() IPsec Tunnets
----- ? PPPoE Tunnels
g L2TP/PPTP Servers
(@ rrroiens)
-4 Interface Groups
----- & ~RP Table

3anoiHsIeM 1oJs:

Name: PPTP_CLI

Tunnel protocol: PPTP (BbIOpaTh U3 BHINAAAI0IIET0 MEHIO)
Remote Endpoint: PPTP_CLI (BbIOpaTh U3 BbINAIAI0IET0 MEHIO)
Remote Network: all-nets (BbIOpaTh M3 BHINAIA0IIET0 MEHIO)
Username: JloruH, BbIIAaHHBIA BalllMM MPOBaiiepoM

Password: IlapoJib, BbIIaHHBIH BallIMM NpoBaiigepoM

Confirm Password: Eme pa3 yka:kurte Bami napoJib

fal” .
&# Untitied
General * Security Diakon-demand | Advanced

# ] General [

@ A PPTP/L2TP dlient interface is a PPP {Point-to-Point Protocol) tunnel cver an existing IP network. |ts |P address and DNS servers are dynamically assigned.

Name: PPTP_CLI
Tunnel Protocol: PPTP
Remote Endpoint: PETP_CLI »
Remote Metwork: all-nets »
# ) Authentication 53
Usemams: Karavec
Password:

[T T

Confirm Password:

# ) Comments 51

Comments:

Ok ] [ Cancel ]

Haxxmute OK.



=w -

N3mennm IP Rules mts noctyna monb3oBareneit uepe3 PPTP

Knuknaute o 3HaKky «+» psiaom ¢ nankoii Rules, nanee
1o 3HaKy «+» psjom c namnkoii IP Rules u Bei6epure
3Ty NalKy, Jajee BouauTe B nanky lan_to_wan

U MeHsieM Bo Beex npasuiax Destination Interface.

-__-} DFL-210
o Syatem

(-1 T Objects

Action ¥ Source Interface ¥ Source Network ¥ Destination Interface ¥ Destination Network * Service ¥
] s drop_smb-all Crop W lzn % |lannet B v=n “ all-nets "a smb-all
i s allow_ping-outbound |NAT B lzn lannet B v=n all-nets "\__" ping-outbound | .. § lan to dmz
2 a allow_ftp-passthrough |NAT W8 lan lannet 8 van all-nets "\-_% ftp-passthrough = —
3 a allow_standard NAT 8 Ian lannet 8 van all-nets "C‘ all_services —g lan_to_wvan
B _§ wan_to_dmz
Source Destination """ _# wan_to_lan
Interface: lan wan " \ly Access
[ g Interfaces
MNetwor: Name ‘Comments i ; .
o o el 3 Routng
G- g DS/ 1OP
&3 Comieits LT )8 -
- e [ | g User Authentication
Comrents: W8 drmz B {7 Traffic Shaping
B8 I=n
W& wan

[Tocne n3mMenenuit Tabauia npaBuiI J0JIKHA BBITJISAIETh TAK.

# ¥ Name ¥

o a drop_smb-all Crop S =n
1 a allow ping-ocutbound NAT S i=n
2 a allows ftp-passthrough NAT S I=n
= a allowe_standard NAT S I=n

Action ¥ Source Interface ¥ Source Network ¥ Des

lannet af crTP cLD all-nets
lannet # EPTP_CLI all-nets
lannet ¥ rrTE CLI all-nets
lannet all-nets

IIponucekiBaem poytunr 1ist PPTP coennnenmnst.

ination Interface = Destination Metwork ¥ Service =

f{i smb-all

r"& ping-ocutbound
r"\-i ftp-passthrough
r"\_i all_services

Knukuute no 3Haky «+» psgom c nankoir Routing u Bei6epute Main Routing Table, naxxmure

kHonky Add, ykaxxute Rout.

:_i DFL-210

_# Rules
g Interfaces

------ f; Main Routing Table)

------ &3} Policy-based Routing Tables

e @ Policy-bazed Routing Policy
- @ D2/ IDP
g User Authentication

{7 Traffic Shaping

|~ Main Routing Table

—_r—

l"'; The main routing table of the systemn.

=

N Ada'v
|; |~ Route )

= Switch Route (nterface ™  Network ™ €
o |” Route HE) van vannet

1 jri" Route B8 dm=z dmznet
2 jﬂ' Route W8 lan lannet

3 _["Route g PPTP CLI ¥ ali-nets



3aroIHsAEM TOJIS TaK:

Interface: WAN
Network: PPTP_CLI
Gateway: wan_gw

| General (" Proxy ARP | Wonitor |

% General
| “F A route defines what interface and gateway to us

e |

Interface: wan W

MNetwork: PPTP_CLI b
Gateway: wan_gw W

Local IP Address: {None) w

Metric: 100

Haxxmute OK.

HacrpanBaem DFL-210 B kauecTBe DNS Relay.

Knuknute no 3Haky «+» psiaom ¢ nankoii Rules, nanee mo 3Haky «+» pamom ¢ nmankoi IP
Rules u Boibepure 3Ty nanky, Haxmute kHONKy Add, ykaxxute IP Rule Folder, mone Name

ykaxkxute DNS Relay u naxxmute Ok.
|

|
W DFL-210 g IP Rules

o System

-] Objects g IP Rules sr= used to filter [P-bas
=] # Hule=

-1~ § IP Rules

----- _# dmz_to_lan i'—j Ada i

..... g dmz_to_wan IP Rule
..... # lan_to_dmz _# IP Rule Folder | Action ¥ 3

_g dmz_to_wan

+-| g Interfaces 4 wan_to_lan

----- _# lan_to_wan 0 § ping_fw Allow i
----- _¥ wan_to_dmz - '3 =R yean
2 _g lan_to_dmz=
.-.: _#§ wan_to_lan 3 5 A= I lun
----- ‘%, ACCERS i
3
=3

[

[ 24 Routing _# wan_to_dmz
[~ DS /1DP

- g User Authentication

[

#-| 7 Traffic Shaping




Tenepb co3gaeM aBa npaBuia.
Haxxmure kHonky Add u Beioepute IP_Rule.

3anonHUTE NOJIs KaK MOKa3aHO Ha PUCYHKE:

General [ Log Seftings | NAT | SAT |

B General 47 General
Name: SAT_DNS_Raley
ACtiOl’l' SAT g An P rule specifies what action to perform on network traffic the
Service: dns-all
Mame: SAT_DNS_Relay
B Address Filter Gl SAT
Service: dns-all
Source: Schedule:  [[None)
Interface: lan
Network: lannet # ) Address Filter
. . $ Specify source interface and source network, together with dest
Destination: :
Interface: core Source Destination
Network: lan_ip
— Interface: lan £V core
Hasxvmre OK Hetwork: lannet w lan_ip

3aiinure Ha Bkiaaky SAT, B mone New IP Address, ykaxkxute PPTP_CLI_dns1 u Haxxmute OK.

“General | Log Settings | NAT -

% | General

Translate the
(" Source IP Address
{* Destinaticn IP Address

To:

IiNE-.-.- IF Address: |ppTP_CLI_dns 1:] L

Mew Port: e
0 QThis-valL

|:| All-to-Cne Mapping: rewrite all destination


http://192.168.1.1/?Page=Node&GUID=468e5292-0001-1000-8000-332e0dbf1660

Co3znaeM BTopoe npaBuiio. [1ois 3a0AHAIOTCSA KaK yKa3aHHO HA PUCYHKE HUXKE.

General [~ Log Settings [ MAT [7SAT |

B General
Name: SAT_DNS_Raley #J General
ACtiOl’l: NAT g An IP rule specifies what action to perform on netwodk fraffic tha
Service: dns-all

. Nams: NAT_DMNS_Relay
B Address Filter :

Action: NAT

Source: Servics: dns-all
Interface: lan Schedule:  [[Nene)

Network: lannet _
# | Address Filter

Destination: $ Specify source interface and scurce network, together with destin
Interface: core
Network: lan_ip Source Destination
Interface: lan P core
Haxmure OK.
Networ: lannet w lan_ip

[TomecTuMm co3anHbIe TpaBUiIa HABEPX.

#F¥ Name ¥ Action * Sou
0 g ping_fw Allow ['T]
1 _§ lan_to_wan

z _# lan_to_dm=z

3 _§ dmz_to_lan

4 _# dm=_to_wan

5 _§ wan_to_lan

& # van_to_dmz

7

i DNS_Relav
D Edit

% Delete

E
b :'i"‘ Move to Top j'

i Move Up

v!.’.




ITogaumaem DHCP Server na DFL-210

KnukuuTe 110 3HaKy «+» psaioM ¢ mankou System, najnee 1o 3HaKy «+» psigom ¢ nankoii DHCP
Settings Beioepure DHCP Servers, Haxxmute Ha kHONIKY Add Beioupute DHCP Server.

| o DO sy Y ey OO g Y o IO oy (OO o |
| B [y R [y L [y WL [y LNy LN Ry e |

¥ DFL-210

5 Qs

-{z) Date and Time

Log and Event Receivers
ﬁ_].... ,

¥
M DHCP Relays
----- ® Mizc. Clients

-4 Advanced Settings

- _I Ohjects

~L# Rules

~| g Interfaces

~| 48 Routing

- 105 /IDP

~| jg User Authentication
|7 Traffic Shaping

3aroIHsAEM TOJIS TaK:

Name: DHCP
Interface Filter: lan

IP Address Pool: DHCP_POOL

Netmask: Netmask

%) General

@Q}DHCPSewers

!@ Add, remove and configure the DH

=3

(0 Add~
(3 DHCP Served |

Fw Mame ¥ Interface =

MName: ODHCE
Interface Filter:  ||ap

IF Address Pool: |\ DHCP_POOL

Netrnask: METMASK

tﬂ A DHCP Server determines a set of IP addresses



3aiiaure Ha BKIaAKy Options u 3aroIHUTE MO Tak:

Default GW: lan_ip
DNS: lan_ip
@ Untitled
‘General Custom Options 'ch Settings '

# ] General

“\.'f;‘ A DHCF Server determines a set of IP addresses and host configural

[DEfsult GW: lan_ip \a
Domain:
Lease Time: 86400/ seconds

Frimary Secondary

[DNS: lan_ip vj (Mone)
NBMNSAVING: [Mone) w (Mane) L
MNext Server: {Mone) W

Haxxmute OK.

Hactpoiika Poyrunra na DFL-210 nas corbina.

KnukauTe mo 3HaKy «+» psaom ¢ mankoit Objects u BeiOepute Address Book, 3arem Haxxmute
Add, u3 mento Beioepete Address Folder, B moe Name ykaxute ISP NETS. Haxxmute OK.

Teneps no6aBUM clieayromue 00BEKThI (Kak 100aBUTh OOBEKTHI CM. BBIIIIE HA TIPUMEPE
DHCP_POOL):

Netl 85.21.29.242
Net2 10.0.0.0/8

Net3 195.14.50.26
Net4 195.14.50.93
Net5 195.14.50.16
Net6 85.21.79.0/24
Net7 85.21.90.0/24
Net8 83.102.231.32/28
Net9 85.21.108.16/28



OO0bequHsAIEeM 3TH CETH B IPYyIILY.

Haxxmute na kHonky Add u Beioupure P4 Address Group, B mone Name ykaxute ISP_Nets,
BbIienuTe 00beKThI ¢ Netl 1o Net9 u HaxkmuTe CTpenouKy BIPaBO WK JOOABHTE IO OTHOMY
CO3JaHHBIE OOBEKTHI.

e ISP_Nets

Group members: Available ; Selected
wan_dnsZ [ IINE= e
PPTP_CLI [ Net5 :
MNETMASK MNeth
ip_PPTP_CLI =il Net?
PPTP_CLI dns1i = Metd —i

[[PPTP_CLI_dns2z |™ Metd Ml

Haxmure OK.
Co3naem 1Ba NAT npaBujia 1Jisl BbIX0/1a BO BHYTPEHHIOKO CeTh.

Knuknute 1o 3HaKky «+» panom ¢ nankoi Rules, nanee o 3Haky «+» psanom c nankoi IP
Rules, naxxmute kaornky Add, u BeiOupute IP Rule Folder, B mone Name ykaxure lan_to_isp.

Haxxmute Ha kHonky Add u BeiGepute IP Rule.

T1ost 3a00JIHAIOTCS TaK:

B General

Action: MAT
Name: all_services Service:

Action: NAT

; . Schedule: [Mone]
Service: all_services

| Address Filter

B Address Filter
# Specify source interface and source network, together with desti
Source:
Interface: lan Source Destination
Network: lannet s B (Twan
MNetwor: £V ISP_Mets

Destination:
Interface: wan
Network: ISP_Nets

Haxmurte OK.



Haxxmute Ha kxHonky Add, Beioupure IP Rule
[Tons 3amonsstOTCA TaK:

B General

Name: ping-outbound Name:
Action: NAT

Action: MAT "
Service: ping-outbound ] .

Senic 3
B Address Filter Schedule: | (None) v
Source: | Address Filter

Interface: lan

¥ Specify source interface and source network, together with dest
Network: lannet

Destination, Source Destination
Interface: wan Interface: w wan "
Network: ISP_Nets P Z 1SP_Nets F
Haxmurte OK.

IIponuchIiBaeM pOYTHHT /IUIsl BbIX0J2 BO BHYTPEHHIOIO CeTh.

Knukaure no 3HaKy «+» psgom ¢ nankoir Routing u Bei6epute Main Routing Table, Haxxmute
kHOTIKy Add, ykaxute Rout.

9 om0 J” Main Routing Table
-GS',rstem —
I Objects |""' The main routing table of the system.
# Rules ==
4 Interfaces
Qadd~
L (PR PDng T (" Route )
ﬂ_ﬂ Policy-based Routing Tables =« Switch Route |nterface ™ Network *
% Policy-based Routing Policy 0 | Route W8 wan wanneat
& D3/ P 1 Route W8 dm=z dmznet
g User Authentication ‘ R M . Sl
G- B Traffic Shaping . " Route @i PPTP_CLI ® all-nets
3anoHsAeM MoJis TaK:
Interface: o
Interface: wan Network: a
Network: ISP_Nets Gatewsy: 3
Gateway: ISP_Nets
Metric: 100 Local IF Address: [Mang] w
Metric: 100

Haxxumaem OK.



Teneps npumenute HacTpoiiku. HaBepxy mento Configuration BeiGepute Save and Activate,
HaxkxmuTe OK 1 10’XauTech NpUMEHEHUsT HACTPOEK.

W DFL-210
o Sy=tem
__,J Objects
£ Rules

- § IP Rules

----- _# dmz_to_lan
----- _§ dmz_to_wan
----- _§ lan_to_dmz
----- _# lan_to_wan
----- 8 wan_to_dmz
----- _# wan_to_lan

| g Interfaces

|5 Routing

_‘ DS ! IDP

| g User Authentication
-7 Traffic Shaping

oy O e O o IO g O |
| L g 6y S iy .t |




