Hactpoika L2TP cepBepa Ha NetDefendOS

B Objects -> Address Book 3agagum agpeca LAN n WAN ceTteit n nx nHtepdeincos. Y Bac Tam 6yayT KakMe-To CBOW 3HaYeHMus.
Takke co3gagmm aBa obbekTa TMna IP4 Address ¢ HazBaHuAMM: [2tp-serv_ip — B KOTOpbIN Nponuwem ip agpec cepsepa L2TP u
[2tp-ip_pool c nynom ip agpecos, KoTopble 6yayT BblgaBaTbCA NoakAoYatowmmen L2TP KaneHTam.

Cosgaamm ewe oauH oo6bekT IP4 Address ¢ HazBaHMem dns-wins_serv — ¢ ip aa4pecom cepBepa BO BHYTPEHHEN CeTM Ha KOTOPOM
pabotator DNS 1 WINS cepsepa.

Status System Network Policies

¥ General
Address Book InterfaceAddresses
Senvices An address folder can be used to group related address objects for better overview.
ALG + Add - Edit this object Filter
Key Ring
¥ Address Pool # . Name Address User Auth Groups Comments
IP Pools 1 4 wani_ip 95.120.100.250 IPaddress of interface wan1
NAT Pools 2 [4wani_net 95.120.100.0/30 The network on interface wan1
¥ VPN Objects 3 (glani_p 192.168.1.1 IPaddress of interface lan1
o= 4 4 lan1_net 192 168.1.0424 The network on interface lan1
IKE Config Mode Pool
5 4 2tp-ip_pool 192.168.200.2-192.168.200.254
IKE 1D Lists
6 4 Btpserv_ip 192.168.200.1
IKE Algorithms
5 4 dns-wins_serv 192.168.1.2 Server DNS & WINS

IPsec Algorithms

B Objects -> Key Ring cozaaem Pre-Shared Key (PSK) - kntou ana npoBepku NoAAMHHOCTU. B HeM »KenateNibHO MCNO/b30BaTb OHU
uMdpbl — TaK NPU UCNONb30BAHUM APYIMX CUMBOJIOB €CTb BEPOATHOCTb PACXOXKAEHMA B KOAMPOBKAX.

Status System Network Policies

¥ General

I2tp-ipsec_key

Address Book

Senices PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the parties involved.
e MName: |2tp-ipsec_key
Key Ring
¥ Address Pool Shared Secret
IP Pools * | Passphrase
Shared Secret” | ssssssss MNote! Existing secret will always be shown with & characters to hide the actual length.
MAT Pools
¥ VPN Objects Confirm Secret: | asesssse
LDAP @ A PSK containing non-ASCIl characters might be encoded differently on other systems and cause a mismatch, e.g. Windows uses UTF-16 v
i uses UTF-8.
IKE Config Mode Pool
IKE ID Lists Hexadecimal key
Passphrase:

IKE Algarithms

IPsec Algorithms Generate Random Key



B Objects -> IKE Algorithms u IPsec Algorithms onpeaensem Heobxoaumble anropuTMbl WKMEPOBAHMS.

Status System Objects Neh Status System Objects Ne
¥ General ¥ General
Address Book I2tp—3des Address Book I2tp—3des
Senices Configure algorithms which are used in the IKE phase 0 ggpjices Configure algorthms which are used in the IPsec pha:
ALG Name: | [2p_3des ALG Name: | 12p_3des
Key Ring Key Ring

¥ Address Pool

Encryption Algorithms

¥ Address Pool

Encryption Algorithms

IP Pools Preferred  Min Max IP Pools Preferred  Min Max
NAT Pools [ nu NAT Pools L) N
¥ VPN Objects () pes 56 56 56 ¥ VPN Objects () oes 56 56 56
LDAP I¥| 3pES 192 192 192 LDAP || 3pES 192 192 192
IKE Config Mode Pool [] casTi128 128 128 128 IKE Config Mode Pool [) cast128 128 128 128
IKE ID Lists (] Blowfish ERE 43 | KEDLsts L] Blowfish EREE 448
IKE Algorithms [ Twofish | 128 |[ 122 || 258 | IKE Algorithms [ Twofish | 128 |[ 122 || 28
IPsec Algorithms || AES (Rijndael) | 128 |[ 128 || 256 | Teeaii L) AES (Rijndael) | 128 |[ 128 256
Integrity Algorithms Integrity Algorithms
[ ] MDs [ mDs
[+] SHA1 [+] SHA1
[ ] SHA256 [ ] SHA256
[] sHAs12 [] sHAg12
B Network -> Interfaces and VPN -> IPsec co3aaem IPsec TyHHenb ana L2TP.
Status System Objects Status System Objects
s and VPN Routing Network Senices | | Interfaces and VPN Routing Network Senices |

¥ Link Layer
Ethernet
VLAN

PPPoE

ARP/Meighbor Discovery

¥ VPN and Tunnels
IPsec
SS8L
PPTPIL2TF Servers
L2TPv3 Servers
PPTPIL2TP Clients
L2TPv3 Clients

GRE

¥ Wiscellaneous

Interface Groups

12tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appear

12tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appear

‘ General Authentication Virtual Routing XAut

‘ General Authentication Virtual Routing XAu

Name: | |Ap-ipsectunnel |

=Ty
(Gatres []
[wene  []
Encapsulation mode: |EE|

Local Network:
Remate Network:

Remote Endpoint:

Local Gateway: [ (None) - | (Optional) €
IKE Config Mode Pool: | (None) - | (Optional)

Algorithms
IKE Algorithms:

| Ztp_3des = |

IKE Lifetime: | 28800 | seconds
IPsec Algorithms: | 2tp_3des - |

IPsec Lifetime: | 3600 | seconds
IPsec Lifetime: [0 | kilobytes

Comments: ‘

() X 509 Certificate
Roaot Certificate(s)

Available Selected
HTTPSAdminCert
| + Includel | X F‘.emu‘.’el

Gateway certificate: | |

ldentification list: | (None) |

(=) Pre-shared Key

Pre-shared key: Selects the Pre-s

| ipipsac_key |~ |

Local ID
Local ID Type: | Aue = | Selects the type 1
Local ID Value: | | Specify the local



Status System

and VPN Routing

MNetwork Senvices |

Status System

Objects Poli

Interfaces and VPN Routing

Network Semvices |

¥ Link Layer
Ethernet
VLAN
PPFoE

ARPMeighbor Discovery

¥ VPN and Tunnels
IPsec
SS5L
PPTPIL2TP Servers
L2TPv3 Servers
PPTPIL2TP Clients
L2TPv3 Clients
GRE

¥ Miscellaneous

Interface Groups

12tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appe

‘ General Authentication Virtual Routing XA

|2tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appear as &

‘ General Authentication Virtual Routing XAuth
In Virtual Router scenarios, it is often useful to specify which routir IKE XAuth
accomplish the segmentation. @ of

(=) Make interface a member of all routing tables.

Traffic arriving on this interface will be routed according to the
() Make interface a member of a specific routing table.

The route for the interface IP will only be inserted into the sele

Specifies the PBR tab
all routing lookups, un

Routing table: | = main

@ The routing table specified here may be overridden by Virtual R
tunnel, not routing for the tunnel itself.

Status System

and VPN Routing Network Senices |

Objects Policies Status

() Require IKE XAuth user authentication for inbound IPsec tunnels
) Pass username and password to peer via IKE XAuth, if the remote g

Usemame: | |
Password: | | Mote! Existing passwor

Confirm F'assword:| |

System

Objects

and VPN Routing

MNetwork Semices

¥ Link Layer
Ethernet
VLAN
PPPoE

ARP/Meighbor Discovery

¥ VPN and Tunnels
IPsec
S8L
PPTRIL2ZTP Servers
L2TPv3 Servers
PPTPIL2TP Clients
L2TPv3 Clients

GRE

¥ Miscellaneous

Interface Groups

12tp-ipsec-tunnel

An IPsec tunnel item is used to define [Psec endpoint and will appear as a logical

interface in the system.

|12tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and
interface in the system.

General Authentication

Routing IKE Settings Keep-alive

Virtual Routing XAuth

Advanced

General Authentication Virtual Routing

Routing IKE Settings Keep-alive A

[_] Allow DHCP over IPsec from single-host clients

|Z| Dynamically add route to the remote network when a tunnel is established

Packet Sizes

Specify the size at which to fragment plaintext packets (rather than fragmenting

IPsec).

Plaintext MTU: | 1420

IKE
(=) Main Made DH Group

() Aggressive Mode |:E|

Perfect Forward Secrecy
PFS DH Group

| Mone |v||2

IP Addresses Security Association
(=) Automatically pick the address of a local interface that corresponds to the Ic (=) Per Net
() Specify address manually: : Per Hast

IP Address: |—| () Per Port

HA IP Address: | (Mone) | Specifies private onginator IP for

e NAT Traversal
() of
£ e (=) On if supported and NATed

() On if supported

Dead Peer Detection
[+| Use Dead Peer Detection



¥ Link Layer
Ethernet
VLAN
PPPOE

ARPIMeighbor Discovery

¥ VPN and Tunnels
IPsec
SSL
PPTPILZTP Servers
L2TPv3 Servers
PPTPIL2TP Clients
L2TPv3 Clients
GRE

¥ Miscellaneous

Interface Groups

Status System

Interfaces and VPN Routing Network Services

12tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appear
interface in the system.

General Authentication Virtual Routing XAu

Routing IKE Settings Keep-alive Advanced

IPsec keep-alives make sure that an IPsec tunnel stays established
continuously sending ICMP pings through the tunnel and re-establisl
necessary. Note that this will only work on LAN to LAN tunnels, i.e.
gateway is a single IP address.
* | Disabled
Auto
Manually configured IP addresses

Keep-alive source IP:

Keep-alive destination IP:

Status System

and VPN Routing Network Semvices

[2tp-ipsec-tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appear a
interface in the system.

General Authentication Virtual Routing XAuth

Routing IKE Settings Keep-alive Advanced
Automatic Route Creation
Automatically add route for remote network.
Add route for remote network
Route metric: | 50
0K

B Networks -> Interfaces and VPN -> PPTP/L2TP Servers co3gaem L2TP cepsep, kK KoTopomy 6yaet natu nogxknodeHmve. Ecam
cepsepa WINS y Bac HeT — MO»KHO yKa3aTb Tonibko DNS cepsep. Ecam H1 DNS H1 WINS cepBepoBs Bo BHyTpeHHen cetu LAN y Bac

HET - MOXKHO B KayecTBe dns-wins_serv ucno/sib3oBaTb agpec 6ecnnatHoro DNS cepsepa ¢ agpecom 8.8.8.8, HO B 3TOM cnyyae
MMEHa KOMNbIOTEPOB M CETEBbLIX YCTPOMCTB BO BHYTPEHHEN ceTn ByayT BUAHbI TO/IbKO MO ip, a He MO MMeHam, 3aTo byaer
paboTtaTtb UHTepHeT. Cam L2TP He wndpyem, TaK Kak paHee yxKe 6bin 3alumdposaH IPsec.

¥ Link Layer
Ethernet
VLAN
PPPoE

ARPIMeighbor Discovery

¥ VPN and Tunnels
IPsec
SSL
PPTPIL2TP Servers
L2TPv3 Servers
PPTPIL2TP Clients
L2TPv3 Clients
GRE

¥ Miscellaneous

Interface Groups

Status System

5 and VPN Routing Network Senices

2tp-serv

A PPTP/L2TP server interface terminates PPP (Point to Point Protoce

General PPP Parameters Add Route Virtual

MName: |2p-serv
Inner IP Address: 4 Ztp-serv_ip =
Tunnel Protocol: L2TR -
Quter Interface Filter: | & 2tpipsec-tunnel| =

Semver IP: 4 wanl_ip .

Comments:

Status System

Interfaces and VPN Routing Network Senvices

2tp-serv

A PPTR/LZTP server interface terminates PPP (Point to Point Protoc

General PPP Parameters Add Route Virtual

Specify if User Authentication Rules are to be used, and the encryp
DMNSAVIMNS server information to hand out to connected clients.

+'| Use User Authentication Rules

Microsoft Point-to-Point Encryption (MPPE)
v| None
RC4 40 bit
RC4 56 bit
RC4 128 bit

Stateful MPPE (less secure, use only for compatibility)

IP Pool
IP Pool: 4 Ctpip_pool -
Primary Secondary
DMS: 4 dns-wins_serv | ¥ {None) -

NBNSAWINS: | L4 dns-wins_serv

4

(Mone) -



Status System

Status System

and VPN Routing Network Senices | and VPN Routing Network Services |
¥ Link Layer
— 12tp-serv 12tp-serv
VLAN A PPTP/LZTP server interface terminates PPP (Paint to Point Prot A PPTPILZTP server interface terminates PPP (Point to Point Protocal) tu
ol ‘ General PPP Parameters Add Route Virty | General PPP Parameters Add Route Virtual Rou
ARPINeighbor Discovery
¥ YPM and Tunnels Filter In Virtual Router scenarios, it is often useful to specify which routing tab
Routing Rules t lish th tation.
IPsec Restricts networks for which routes may automatically be added. S e e
(=) Make interface a member of all routing tables.
e Allowed Netwurks_| "g alnets - | Traffic arriving on this interface will be routed according to the main |
PPTRIL?TP Servers all routing tables.
Proxy ARP
L2TPv3 Servers
= T () Make interface a member of a specific routing table.
PPTPIL2TP Clients £ '

The route for the interface IP will only be inserted into the selected r

L2TPv3 Clients Proxy ARF interfaces Routing table: | & main Specifies the PBR table to i
———— routing table will be used for
GRE Available Selected
¥ Miscellaneous drz 1an1 @ The routing table specified here may be overridden by Virtual Routing
lan? arriving through the tunnel, not routing for the tunnel itself.
Interface Groups 1an3
wanl
wan
| + Includel X Remuvel

[ ] Always select ALL interfaces, including new ones.

B System -> Device -> Local User Databases fo6asum HoByto 6a3y nosb3oBaTenei, Kotopble 6yayT nogKntoyaTbes no L2TP -
Ha3oBeM eé |2tp-users. 3aitgem B 3Ty 6a3y, 4o6aBMM Nosb3oBaTeNs (Y MEHA 3TO — user) U onpeaesMm Naposb ANs Hero.

Status Status Obje

Advanced Settings |

Status

System

Status

System Objec

Advanced Setl

Advanced Settings |

¥ Device

Date and Time
DNS
Remote Management
Log and Event Receivers
High Availability

¥ Monitoring
Hardware Monitoring
Link Monitors

¥ Users

Local User Databases

Local User Dat:

Manage the local user data

|. + Add v |

#a Name

1 g AdminUsers

2 g Pip-users

12tp-users user user
A local user databa User credentials may be used in User A User credentials may be used in User
| General ‘ General S5SH Public Key | General SSH Public Key
| + Add ~ | Name: | user Select the SSH public keys to assoc
Password: | rernnnee SSH Keys
Name -
Confirm Password: | sesssnne Available Sele
a user
Groups:
@ Comma separated list of groug
Users that are members of the "ad
Users that are members of the "au -
Add administrators Adda |ml 7'

Per-user IP Configuration (for PPTP,

Static Client IP Address: | (None)
Networks behind user: | (None)

Metric for networks: |




B Policies -> User Authentication -> Authentication Rules fo6aBnm HoBoe npaBuo ¢ HasBaHuem I2tp-auth_rule. B HacTpoikax
BK/IIOYMM TONbKO NpoTokon MS-CHAP v2, Tak Kak MS-CHAP kpunTorpadumyeckn yassmm.

| Firewalling Intr | Firewalling | Firewalling User Authentication
¥ Rules
PR 12tp-auth_rule 12tp-auth_rule 12tp-auth_rule
Authentication Agents The User Authentication Ruleset specifies from The User Authentication Ruleset specif The User Authentication Ruleset specifies from
¥ User Directories ‘ General Log Settings Authen' ‘ General Log Settings ‘ General Log Settings Auther
LEE Select one or more authentication servers. Al:
RADILS Mame- | I2tp-auth_mle | Select if logging should be enabled ¢ RADIUS servers
¥ Accounting Authentication agent: | LETPIPPTRISSL VH - | [w| Enable logging Available Selected

RADIUS Authentication Source:| Local hd |
| Log with severity:| Default

v Settings Interface: | i ipsery -
Authentication Settings Originator IP: | (4 aknats - |
Terminator IP: | [Lg wan1_ip - |

| + Include | | X Remove I

Comments: .
LDAP servers
Available Selected
+ Include | | X Remove |
RADIUS Method: | Unencrypted password (Ps |
Local User DB: | g [2tp-users | - |
| Firewalling | Firewalling User Authentication Intrusi | Firewalling User Authentication Ini
¥ Rules
P, 12tp-auth_rule 12tp-auth_rule |12tp-auth_rule
Authentication Agents The User Authentication Ruleset spec The User Authentication Ruleset specifies from wh The User Authentication Ruleset specifies from
allowed to authenticate to the system system, and how. system, and how.
¥ User Directories
LDAP General Log Settings General Log Settings Authentici General Log Settings Authei
RADIUS Accounting Agent Option: Agent Options Restrictions Agent Options Restrictions
¥ Accounting PPP Agent Options
Select one or more accounting serve — _— Ti ts
RADIUS imeou
for the authenticated user that shoul i s o ptheocoion. ]
¥ Settings server. | | Use PAP authentication protocol. User name Idle Timeout: | 1800 | st
Authentication Settings Accounting servers [ ] Use CHAP authentication protocol. Session Timeout: | | -
Available Sele |:| Use MS-CHAP authentication protocol.
[¥] Use MS-CHAP v2 authentication protocol. Use timeouts received from the authentic
HTTP(s) Agent Options @ Mote that if no timeouts are received, OR
be used.
Login Type: | HTML form |
HTTP Banners: | Default | Multiple Username Logins
- Realm String: | | (Op Allow multlplg logins per username
- ] —_— () Allow one login per username, disallow t
| + Includel x MAC Authentication () Allow one login per username,
Allow Clients behind router to connect Replace existing user if idle for more thar
MAC Auth Secret: Pas 10
User Statistics | | the seconds
— ") Confirm Secret: Mot
¥ Bytes Sent v B_WBS |—| cha
e omed HTTPS Certificates
— || ) ————
1) packets Sent e EECREtS Host Certificate: | |
Received R —

[+ Enable reporting of the number c S

the session lasted. ‘ Available Selected

_— i . HTTPSAdminCert
|| Support Interim Accounting ‘ ‘



B Policies -> Firewalling -> Main IP Rules cozgaem 3 npasuna. MNepBoe npaBuao (cnesa) paspeluaeT nogratoumsmmea no L2TP
nosnb3oBatensam paboty B ceTu Internet uepes NAT. [iBa Apyrux npaBuaa paspeLlatoT NPoxXoxaeHue naketos ns cetm L2TP Bo
BHyTpeHHtoto ceTb LAN 1 HaobopoT.

r Rules
Main IP Rules

Application Rule Sets

r Profiles
Schedules
Anti-virus
Web Content Filtering
URL Filter

File Control

User Authentication
I2tp-any_nat

An IP rule specifies what action to perform on ne
that matches the specified filter criteria.

General Log Settings NAT
Multiplex SAT SLB SAT SLB N
Application Control

Mame: [2p-any_nat

Action: MAT - @ NAT,

are not L
Senice: all_services =
Schedule: | (None) -

Address Filter

Specify source interface and source network, tc
and destination network. All parameters have tc

Interface Metwork
Source: v 2tp-sery . 4 2tp-ip_pool
Destination: | &5 wan1 - 4 allnets

Firewalling

User Authentication

lan-12tp_allow

An IP rule specifies what action to perform on ne
that matches the specified filter criteria.

Intrt Firewalling

User Authentication Intr

12tp-lan_allow

An IP rule specifies what action to perform on ne
that matches the specified filter criteria.

Source:

Destination:

General Log Settings NAT General Log Settings NAT
Multiplex SAT SLB SAT SLB N Multiplex SAT SLB SAT SLB1I
Application Control Application Control

Name: lard2tp_allow Mame: Ztpdan_allow

Action: Allowe - o MAT, Action: Allow - o MAT,

are not L are not |
Semwice: zll_semvices = Senice: all_services =
Schedule: | (None) - Schedule: | [None) -

Address Filter

Specify source interface and source network, tc
and destination network. All parameters have tc

Address Filter

Specify source interface and source network, t
and destination networlk. All parameters have t

Interface Netwaork Interface Network
e lan1 = 4 lan1_net Source: v, tp-sery . 4 2tpap_pool
v ! Rtp-sery = 4 Etpip_pool Deastination: | <5 lznl = 4 lan_net

B Network -> Interfaces and VPN -> IPsec -> Advanced Settings npoBepum uto ranka IPsec Before Rules yctaHoBneHa. Tak:ke
NpPoBepMM OCTaNibHble HAacTPOMKM IPsec TyHHens.

¥ Link Layer
Ethernet
VLAN
PPPoE

ARPIMeighbaor Discovery

¥ VPM and Tunnels
IPsec
SSL
PPTPILZTP Servers
L2TPv3 Servers
PPTPILZTP Clients
L2TPv2 Clients

GRE

¥ Miscellaneous

Interface Groups

Status System

and VPN

Routing

IPsec Tunnel Settings

Metwork Services

Objects Policies

Settings for the IPsec tunnel interfaces used for establishing IPsec VPN connections to and from this system.

General

IPsec Max Rules: [i]
IPsec Max Tunnels:

0
IKE Send Initial Contact: v
IKE Send CRLs: v

N

IPsec Before Rules:

IKE CRL Validity Time:

IKE Max CA Path: 15

IPsec Certificate Cache Max Certs:

IPsec Gateway Mame Cache Time:

Dead Peer Detection
DPD Metric: ]

Flow Metric: 15

DPD no wait:

DPD Keep Time: 2

DPD Expire Time: 15

1024

14400

Amount of IPsec rules allowed (0 = automatic)
Amount of IPsec tunnels allowed (0 = automatic)

Send 'initial contact’ messages.
Send CRLs in the IKE exchange.

Pass IKE & IPsec (ESP/AH) traffic sent to the security gateway directly to the [Psec ¢
consulting the ruleset.

Maximum number of seconds a CRL is considered valid (0=obey the ‘next update’ field
Maximum number of CA certificates in a certificate path.
Maximum number of entries in the certificate cache.

Amount of time to keep an IPsec tunnel open when the remote DNS name fails to resc

Metric 10s of seconds with no traffic or other evidence of life in tunnel before SA is rem

Minimum number of seconds without data traffic in a flow to activate IKE DPD liveness
corresponding IKE SA.

Do not wait for 10 times the value of DPD Metric after the value of Flow Metric has exp
aliveness sign before activating IKE DFD.

Mumber 10s of seconds a SA will remain in dead cache after a delete. DPD will not trig
is cached as dead.

MNumber of seconds that DPD-R-U-THERE messages will be sent.



B Network -> Interfaces and VPN -> PPTP/L2TP Servers -> Advanced Settings npoBepnm ycTaHOB/IEHHbIE ra/I0uKKN B HACTPOMKax

PPTP/L2TP cepBepos.
Status System Objects Policies

s and VPN Routing Network Services

¥ Link Layer

Eihernet L2TP Server Settings

VLAN PPTR/L2ZTP semver settings.

FRAGE General

ARPINeighbor Discovery L2TP Before Rules: |v| Pass L2TP connections sent to the security gateway directly to the L2TP engine without consulting the ruleset.
¥ VPN and Tunnels PPTP Before Rules: [v| Pass PPTP connections sent to the security gateway directly to the PPTP engine without consulting the ruleset.

IPsec

SSL

PPTPRIL2TP Servers



Hactponka Windows 7 / 8 ana nogkntoueHus K L2TP cepsepy

OTKpblBaem LieHTp ynpaBaeHma ceTamm 1 obLmm goctynom -> CosgaHne M HaCTPoiiKa HOBOrO NOAK/IOYEHNA UK CETU ->
MogkntoueHne K pabouyemy mecty Hactpolika TenepoHHoro unam VPN-nogKkntoueHus K paboyemy mecty -> Mcnonb3osBaTtb moe

noaxntoveHune K MutepHety (VPN) -> BBoanm agpec cepsepa L2TP (Hawem cnyyae 3To ip agpec wanl_ip) v Ha3BaHue
NOAKNOYEHUA -> CTaBUM Heobxoaumble rankum -> Co3gatb

MzmeHeHne ceTeBRIx NapamMeTpoe

_—

:El CCZ#EHHE n HﬂCTpCI:iKﬂ HOBOro NOAKNHOYEHNA WO CETKH
=

Harmmaiies naeananacsarn oo mamenra ame (€ (0g [OIKARYEHWE K PaBOYeMy MecTy

% HacTpofika NoAKNOUEHKA MAK CETH BeeawTe agpec B ViHTepHeTe

3ToT aapec MOXHO NOAYHUTE Y CETEEOTD 34MWHWNCTPATOPA.
BuiGepwTe BapnaHT NoAKAOUeHWA

Appec B MnTeprere: 95.120.100.250

HD,&,KJ‘IICl‘-IEHHEKMHTEpHE‘I’}f s 0B BEKTE HE3HAYEHWS: VPN-noaknoueHue
HacTpoliika WIpoKenonoCHOro MK KOMMYTHPYEMOrD NOAKIHIYEHNA
%. CosgaHwe u HacTpolika HoBOW CETH

cam HECTpCﬁKE HOBOTD M3pLUPYTU3ATOPE MAW TOYKKW JOCTyNa. D cnoAe30BaTE CMapT-KapTy

ALk Moakntouenme K BecnpoBcaHoN CeTH BpyUHYO [¥] 3anomHuTE yueTHeIE AaHHbIE
. ﬂC,J,Y_-'IIC‘-IEHHE K EY_[’JbITCﬁ CETH WNW CO3J3aHWE HOBOID I'I[’JCE'JH_"IFI |EECI'II’J‘ =
b l&l pﬂ3pELLII.'|Tb WCNOAB30EATE 3TO NOAKNHIYEHWE J0YTUM NONAB30EITENAM

I'Io,qmloueuue K PBfIOl-IEM}I' MecTy 3ToT napamMeTp NO3E0NRET J'I}OﬁDM}f NoNb3I0EATENRD, WMEHILLIEMY AOCTYN K ITOMY
" - KOMNBHITE WCNONB20BaTE A3HHOE NOJKAHIYEHWE.
Hactpoiika TenedoHHoro wan VPN-nogknioYeHna K pabodeny Me Y- A A

G

Janee OTtmeHa

CHoBa 3axoanm B LLeHTp ynpaBieHua cetTammn n obwmm goctynom -> MameHeHMe napameTpoB agantepa -> NpPaBoii KHOMKOM
MbIWKK Ha VPN-nogkntoueHne -> CBoMCTBA

- ) . w - ~
El VPN-noaknioueHWe: CEOWCTBa - g VPN-NoaknueHe: CBoRcTBa

Ofwwe | Mapametpsi | Besonactocts | Cems | Ooctyn OBwwe | Mapametpel | BesonacHocTs | Cems | Oocmyn

WMmg komnetoTepa unk IP-agpec HasHaseHwA (Hanpumep,

7 3a
microsoft com, 157.54.0.1 unn ¥fe:1234:1111): MIOMAHTE YHETHEIS AARABIS
B SMA NPOCTOR 00 Pa3beaMHEHWMA! HWKOr 4a L
5.120.100.251] PeMA TP P

OuepeaHocTe YCTAHOENEHWA NOAKMIDYEHHA

MNapametps FPP...
lMepen Tem KEK YCTEHOBUTE BMPTYENEHOE NOAKMIOHEHNE,

MONHO CHa4Yana NoaKnioYMTECH K OGMBCTBBHHOH CETM,
HanpumMep, Kk MHTepHeTy.

MNapameTtpul PPP ﬂ
DCHauana HalpaTe HOMED ANA 3TOr0 NOQKIOYEHA'

Brntounts pacwmperua LCP

[] Mcnonk=oeats NporpaMMHOE CXETME AaHHBIX

D Cor nacoBeIBaTE MHOMOKEHANEHOE NOAKMOYEHNE ANA 0AHOKSHE NEHBX NOAKMOHEHUA

omres

ZJanEneHuE o KOHPWAEHLWSNEHOCTA

OmaeHa oK

Omvena




BbicTaBMM NpaBU/IbHble NapaMeTpbl NoakAtoYeHus ana L2TP u B [lononHUTeNbHbIX NapameTpax BBegem Katod Pre-Shared Key
(PSK), 3apaHHbIN paHee B Objects -> Key Ring.

g VPN-nogkntoueHme: CEOMCTBA JlonoAHUTENBHEIE CBOMCTE u
D6wwe | Mapametpe: | BesonacHocT | Cews | Hocmyn LR
T VPN: .
Mpororon L2TP ¢ IPsec (LZTP/IPsec) v (@) [1na NpoBEpKI NOAMMHHOCTI MONONEZ0EATE OGWWIA Ky

Knou: | 20372569034 |

Moo nHWTensHsIE NapaMeTps!

Wnpposanie aaHHbX: '3::1' Wrons306aTE CEpTMAWMKAT ANA NPOBEPKM MOLMMHHOCTH

dpo Y]

CaMog CTOAKDE (OTIMOUATLCA, ECTIM HET WHERPOBZHH) | MposepHTE aTPHBYTEI MMEHH M MCNONE308aHUA ¥ CepTUdMKaTa
Cepeepa

lMNpoBepka NoAMMHHOCTH peep

() MpoToKon pacluMpEHHOR NPOBEPKM NoanMHHocTH (EAP)

(@) PaspewmTs cnegylowme NpoToKons! CeoitcTea

o ][ omes

[ HezawmdposarHeii napons (FAF)
[ NMpoTokon nposepiw napena (CHAP)
MNpoTokon Microsoft CHAP eepoun 2 (MS-CHAP v2)

[ Wenonssoeats SETOMATWYECKK MMA EXDOE M MEpant
Windows (M MMA BOMEHE, ECIW CYWLECTEYET)

oK Cmaena

B noakntoueHMAX BblbMpaem Hale paHee co3gaHHoe VPN-noakatoyeHme n xxmem MoakaounTb. BBOAMM MMA NOb30BaTENA U
naposib, KOTOpble Mbl 33311 paHee B System -> Device -> Local User Databases. Moakntouaemca ©

Cetn

MpocMOTp NapaMeTpoB NOAKNHUEHWA

[Moakno4YeHud

nz.) VPN-nogknoueHue

Niobble nepeneyaTkn 1 pacnpocTpaHeHns 6e3 Moero yBeJoM/IeHUA 3anpeLleHbl.
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