Hactpoiika IPSec mexkay MmexcereBbiM 3kpanoM DFL-210/800 u DI-804HV

[PSec cTpoum ucxoas U3 TaHHBIX:
DFL:

BryTtpennsis cetsb (lannet): 192.168.1.0/24
IP Ha WAN (wan_ip): 192.168.110.10

DI-804HYV:

Buytpennsis cets: 192.168.0.0
IP nra WAN: 192.168.110.100

Hacrtpoiika IPSec na DFL.

Otkpoiite Web-6paysep, BBenute [P-anpec MmexxceTeBoro skpaHa B aJpecHyI0 CTPOKy (1o
ymomuanuio 192.168.1.1) u nHaxxmute Enter. ABropusyiTecs (110 yMOIYaHUIO apoJib U JIOTHH
admin).

Jasiee nobarisieM HyXHbIE HAM OOBEKTHI:

IPSec_remote net: 192.168.0.0/24
IPSec_remote endpoint: 192.168.110.100

Knukuute no 3naky «+» psanom ¢ nankoit Objects u Beioepute Address Book, 3aTem Haxxmute
Add, u3 mento BeiOepetre 1P4 Host/Network.

) | 4, Address Book

DFL-210 feicel

0 System

B\ Objects [~ The Address Book conteins symbolic names for verious types of addresses, induding IP networks and Ethernat MAC addresses.
{12, Address Book LR

% InterfaceAddreszes

Services v

Schedules ), Address folder
\ﬁAuthEnticatiun Objects. i_*a! Ethernet address Address ¥ User Auth Groups = Comments ¥

E 4 VPN Objects | Ethemet sddress group 0.0.0.0/0 All possible networks
B § Rules This falder contains addresses for interfaces
{4 Interfaces , IP4 group & et ) )
- Routing S 2] Right-clidk on a row for further options.
H @ or/IP3

[#-|gg User Authentication

|3 Traffic Management



Hanpumep, no6aBum IPSec_remote_net
3 IP address

General -~ User Authentication

#] General ]

_.3 Use an IP4 Address item to define a name for a specific IP4 host, network or range.

[“5-'"53 IPSEc_remote_net)
(1P Address [152.163.0.0/24) e.g: "172.16.50.8", *192.168.30.7, 192.168.30.11", *192.168.7.0/24" and "172.16.25.10-172.16.25.50"
#/ Comments .
Comments: ||

[o]9 Cancel

TToce 3amomuenms Bcex moneit HaxnmaeM OK.

Teneps no6aBum Pre-Shared Key

KnukauTe mo 3HaKy «+» psaom ¢ mankoit Objects u BeiOepute Authentication Objects, 3aTem

Haxkmute Add, 13 meHto BeiOepute Pre-Shared Key.
S orL210 - {2 Authentication Objects
---_Q System

B \9}/ Add, remove and medify Pre-Shared Keys and Certificates.

Schedules v

% /PN Objects AuthType * Type = s
B[ g Rules ,, SSH Clisnt Kay Certificate Local
B[z Interfaces
[#--{ 3 Routing
(1| @ IDP / PSS
[+-|gg User Authentication
[H-|i= Traffic Management

3amnongsaeM oIS Tak:

Name: IPSec_Key

# /] General

PaSS Ehrase /Ciﬁ FSkK (Fre-Shared Key) suthentication is bass
N>

Shared Secret: Yka3piBaem ko4, Hanpumep 1029384756

Confirm Secret: [ToBTOpsiem Kirod.
47 Shared Secret

{* Passphrase

Shared Secret: |, eesnes)

Confirm Seoet:

IToce 3anonHenus Bcex nojied Haxkumaem OK.



JlooaBasiem IPSec.
Knuknure no 3Haky «+» psgom ¢ nankoit Interfaces u BeiGepute IPSec, 3arem Haxxmute Add,

u3 MeHro Beioepute IPSec Tunnel.

[Tomns 3anmonHsIeEM TaK:

General | Authentication | Extended Authentication (A1

B General ol temeca
eri An IPsec tunnel item is used to define IPsec endpo
Y
Name: Tunnel
Name:
Local Network: lannet i
Local Metwor: |
Remote Network: IPSec remote net N = ks
. —_ —_ . emate Network: IPSec_remote_net |«
Remote Endpoint: IPSec_remote endpoint .
— — Remcte Endpoint: IPSec_remote_sndp
Encapsulation Mode: Tunnel Brcelotion Mode: Tunnel 2
. # ] Algorithms
B Algorithms
IKE Algorithms: Medium w
IKE Algorithms: Medium WELiteTime  [2gg00 seconds
IKE Life Time: 2880
. . IPsec Algorithms: Medium pvs
[Psec Algorithms: Medium R .
. . C Lite Time 3600 SeConas
IPSGC Llfe Tlme 3600 IPsec Life Tims 0 kilobytes

Hagepxy BeiOepute Bkianaky Authentication.

VYkaxute B mone Pre-shared Key: IPSec_Key.

(i
) IPsec Tunnel
General { Authentication)” Extended Authentication (}XAuth) | R

#J Authentication

(" X.509 Certificate

Root Certificate(s):

Gatewsy Certificate:
Identification List:

{* Preshared Hey

[F'I’E'Sh ared Kay: IPS Ec_l(eyj W

IToce 3anonHenus Bcex nojied Haxxumaem OK.



Cosnaem paspemaromue npasuia s gocryna us IPSec B lan u Hao0opor.

Knuknaute o 3Haky «+» psaom ¢ nankoit Rules, nanee mno 3Haky «+» panom ¢ nmankou IP
Rules u BoiGepuTe 3Ty mamnky, HaxkMmuTe KHOTKY Add, ykaxute IP Rule Folder, mone Name
ykaxute [PSec n naxxmure OK.

-+ DFL-210 g iP RUIES
---.g System
EI | Objects g IF Rules are used to filter IP-based network traffic. In
E-L§ Rules
=1 ; IP Rulez )}
_$ lan_to_wan
-8 lan_to_dmz {7y add-
_§ dmz_to_lan {_g IF Rule Foldsp
_§ dmz_to_wan a IP Rule Action ¥ Sourcelnterface ¥
- @ wan_to_lan 1 B ping_fw Allow I lan
b _§ wan_to_dmz 2 _§ lan_to_wan
\;h Access 2 _§ lan_to_dmz
[H-{ g4 Interfaces - g émz_to_lan
[]"',-.:_-’.D Bruing 5 _§ dmz_to_wan
- ' e & _§ van_to_lan
7 8 wan_to_dmz
- gg User Authentication
{3 Traffic Management

Haxxmure kHonky Add, yxaxute IP Rule.

3anonHUTE NOJIs Kak MOKa3aHO Ha PUCYHKE:

B General

Name: IPSec_to_lan
Action: Allow

General [* Log Settings [ NAT | SAT

# / General

g An [P rule specifies what action to perform on netwoddk traffic tha

Service: all_services Name:  [1PSec_to_lan
Adtion: Allow v
B Address Filter Sevice!  [all_services v
Schadule:  [[Nane) P
Source:

Interface: tunnel
Network: IPSec_remote net

# ] Address Filter

L -; : Specify source interface and source netwod, together with destii

Lt L L

Destination: Source Destination
Interface: lan Interface:  |runnel v lan
NetWOI‘k: lannet Metwork: IPSec_remote_nst + lannst

Haxmurte OK.



Cozmaem BTOpOE MPaBUIIO.
Haxxmure kHonky Add, yxaxute IP Rule.
3anonHUTE NOJIs KaK MOKa3aHO Ha PUCYHKE:

General [~ Log Settings ;*' MAT i” SAT

B General 47 General

An |P rule specifies what action to perform on netwod traffic the
Name: lan_to_IPSec g

Action: Allow

. . Mame:

Service: all services f=hEtat i ne:

- Action: | allaw
B Address Filter Service: all_services

Schedule: [None]

Source: . .
Interface: lan #) Address Filter
NetWOI'k: lannet i 1-_-.&:._;5 Specify source interface and source network, together with desti
Destination: Source Destination
Interface: tunnel Interfsce:  [an v lwnnel =
Network: IPSec_remote net Metwork  [lannet By IPSec_remote_net [

Haxmurte OK.

Teneps npumenute HacTpoiiku. HaBepxy mento Configuration BeiGepute Save and Activate,
Haxxmute OK 1 10Xk auTech NPUMEHEHUST HACTPOEK.

wAHome | g Configuration + [T Tools» | 7§ Status « %, Maintenance -

=
. u Discard Changes Q
b DFL-210 . 4 View Changes = DFL-210
E-| g System
B[] Objects
- T System Status
B[4 Rules £ S
B-[3 Interfaces T T
[]"3 S System Time: 20070719 12:32:31
- 0P/ IPS 2o S
[H-| g User Authentication LA o St
Bl-{5 Traffic Management Configurstion: Wersion 2




Hacrpoiika IPSec na DI-804HV.

Ortxkpoiite Web-0Opaysep u BBeaute [P-aapec DI-824HV B anpecHyto cTpoKy (M0 YMOTYAHUIO
192.168.0.1) u Haxmute Enter. ABTopu3yiTecs.

Knuknure ¢ Bepxy Ha Bkiaake Home, Bei6epure BHu3y cieBa VPN.

D-Link T —)
BUIIMg NETWOrKS 107 PEopie DI'8°4HV
Broadband VPN Router

Q Item Setting
VPN [ Enable
NetBIOS broadcast [] Enable
Max. number of tunnels
D Tunnel Name: Method
1 ] ke [v
= | -

[TocraBpTe ranouky B mosie VPN Ha Enable, B moie Max number of tunnels mocrassTe 2,
nanee 3aHecute B noje Tunnel Name ¢ ID 1 tunnel u Haxkxmute apply, noxanrech
IPUMEHEHUs1 HACTPOEK U HAXKMHUTE continue.

Home [ UVELTH-L Tools Status = Help
Item Setting
VPN
MetBIOS broadcast [ Enable
ey
Max. number of tunnels |
]
[s] Tunnel Name Method
= : ] e [v]
2 .. = W
= 5 \ ' [ke_[se] (ore)
[ Previous page ][ Next page ]
[ Dynamic\P Seftings. | L2TPServerSetting. || PPTPServerSetting. |
View WPN Status..
@ @ ©

Apply Cancel Help



Haxkxmute Ha kHOTIKY MoOre HampoOTHB 3aNIOJTHEHHOTO TMOJIS tunnel ¥ 3armoTHUTE OIS
CJIeAyIOUMM 00pa3oM:

Tunnel Name: Tunnel

Local Subnet: 192.168.0.0

Local Mask: 255.255.255.0

Remote Subnet: 192.168.1.0

Remote Mask: 255.255.255.0

Remote Gateway: 192.168.110.10

Preshare Key: Beenute kittou Takoii sxe kak BBenu npu Hactpoiiku DFL nanpumep 1029384756

Home [ VIEn AR Status Help

Item Setting
Tunnel Mame :
Aggressive Mode [lEnable

Local Subnet 192.168.0.0

Local Metmask

s}
on
n
i)
on
o
4]
on
!'.ﬂ
e

Remote Subnet 1192.168.1.0 |
Remaote Netmask
Remote Gateway :

IKE Keep Alive [ ]

(Ping IF Address)
Freshare Key

Haxxmute Apply, noxaurech NpUMEHEHHUs] HACTPOEK U HAKMUTE continue.
Hacrtpausaem IKE Proposal.

Haxwmure xHonky Select IKE Proposal u 3anonaure noss kak oka3aHo Ha pUCYHKE:
(LU E Advanced Tools  Status  Help

ltem Setting
IKE Proposal index tunel

Remove

2
ID Pregposal Name DH Lroup Encrypt algorithm  Auth al;[rithm Life Time Life Time Unit

(o) | (i [mesly] (s ] @9 |
2 [Group 1|  [30Es[+] [statw] o [sec. [v]
3 | [Group1[w]  [30ES[v] [sHat[v] o
4 | [eroup1[w]  [30ES[v] [stats] [0 sec. [w]
5 | [oroup1se]  |30Es[v] |sHat[v] o sec. |w]
§ [Group1[%]  [20es[¥] [stat[s] [0 Sec. [w
7 | [eroupt[w]  [30ES[v] [sHat[v] o Sec. [w
8 | [eroup1[w]  [3DES[¥] [sHats] [0 sec. [v]
g | [oroup1[se]  |30Es[v] |sHat[v] o sec. |w|
10 [eroup1[w]  [20es[w] [sHats] [0 Sec. |w

Proposalih 1 | |w|[_2dd to | proposalindex

s [




[ar 1: B nmone Proposal Name yxaxute Tunnel.

Hlar 2: B none DH Group 13 Beinajatomiero MeH:o seioepure Group 2.

lar 3: B mone Auth algorithm u3 Beimamatoniero mento Beioepute MDS.

[ar 4: B none Life Time ykaxure 28800.

[Har 5 u 6: B none Proposal ID u3 Beinajatomniero mexto Beidepure 1 u Haxkmure kHonky Add
to.

IMocne 3anonHeHus Beex moseit Haxkmute Apply, 10XauTeCh MPUMEHEHHS HACTPOCK U HAKMHUTE
continue. /lanee Haxxmure kHonky Back.

HacrpaunBaem IPSec Proposal.

Haxxmute Ha kHOmKy Select IPSec Proposal u 3amoiHuTe 1mosist Kak moka3aHo Ha pUCYHKE:

| Home Advanced Tools Status Help
Item Setting
IPSec Froposal index tuninel =
_'I Removel 3 4

EapE Epuctigm E:;Co?:?r:m ::-lgt 2 ithirm I? r?]e IfJirffitTime
-| |ese 7] |soes 7| fwos) F| fes0o) | [sec. [
2 | frore =] [Esp 7] [spEs 7] [mere 7] |0 [sec. =]
3 frone x| |Esp x| |spEs z]  [mene Z] o |sec. =]
4 | frore =] [Ese 7] [spEs 7] [more #] |0 gec. 7|
5 | frone =] [Esp r]  |apEs 7] [mone F] o |sec. 5]
i 6 | frone 7] |Esp & |apEs 5] [mone ] o |sec. =]
7 frone =] [Esp ] |apEs 7] [mere ] o | sec. &
g | frone 7] |Ese x| |apEs 7] [mene 3] fo |sec. =]
g | frore =] [EsP 7] [spEs 7] [mere 5] |0 [sec. =]
10| frone 7] |Esp x| |spEs z]  [mene 3] o |sec. 1]

Proposal ID || 1 j Addto) |Proposal index
5

ik

e, = 3 i

[ar 1: B none Proposal Name ykaxure Tunnel.

[ar 2: B moie DH Group u3 Beinanaromero MeHio Beioepute None.

Hlar 3: B mone Auth algorithm u3 Beinanatoniero Mento Beioepute MDS.

[Ilar 4: B none Life Time yxaxxure 3600.

lar 5 u 6: B none Proposal ID u3 Beimagaromiero Mexto Beidepute 1 u Haxkmute kHONKy Add
to.

[Tocne 3anonHeHus Bcex noJie Haxxmute Apply, 10KAUTECH MPUMEHEHUSI HACTPOEK U HAKMUTE
continue.



IIpoBepsiem ToHHeab IPSec.

KiukanTte cBepxy Ha BKiIagke Status, Beioepute BHU3Y ciieBa VPN Status, Ha)XMUTE KHOIKY
reconnect, 3aTeM Ha)XKMHUTE KHOTIKY refresh.

. Home Advanced Tools Status m

VPN S o=

WPMN status display VPN connection state.

[(Refresh] | [ wPN setting...

Remote Metwork Local Metwork

IP Address/ Life
Mame IP Address/ Type State _. Crop
Subnet Mask/ S buat M Time
Gateway
192.168.1.0/
tunnel 2552552550/ ;g;gg:; > ldle 0 | CReconnect |
19216811010 : : 2

@ Sessions

Cmotpum nosisg Type u State, ecii OHM COOTBETCTBYIOT TOMY, UTO IIPUBEACHO HA PUCYHKE
HU)KE, TO TOHHEJIb YCTaHOBJIEH.

N Status

VF'N status display VPN connection state.

Refresh | [ VPN sefting...

Remote Network  Local Metwork

Mame SIPbAdtt:IrJSSIH IP Address/ Type State T]T:'Te Drop
cibsilhs Subnet Mask
Gateway
192.168.1.0/
192.168.0.0/ :
tunnel 2552852550/ oo orioee o [ESP tunnel] (KE established 3598
e 192.168.110.10

VPN Status

Actwe Sessions




