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HOW TO SETUP IPSec vpn TUNNEL WITH FREE SHREW
|PSec VPN SOFTWARE AND DFL FIREWALL

To download the IPSec VPN software, please check the following link:
http://www.shrew.net/

Set up Shrew Sofr VPN tool to connection IKE Configmode VPN.
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[Setup in PC1]

General Tab
1. Set up DFL IP in “Host Name or IP Address”

2. Change Address Method “Use a virtual adapter and assigned address”

VPN Site Configuration Xl

General lCIienl I Name Resolution I Authenticatic * |

Remote Host

Host Name or IP Address Port

£1.218.67.124 500
' Auto Configuration [ike config pull v
' Local Host

Address Method

|| Use a virtual adapter and assigned address  ~

MTU (V] Obtain Automatically
1380 Address

MNetmask

L [‘ Save || Cancel |
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3. If PC1 IKE service port it’s not setting default. You have to change this tool port number
and firewall port number.

Client Tab
1. Setting by default. Make sure NAT traversal port number.
VPN Site Configuratio

I General] Clenk | Name Resolution I Authenticatid * | » |

Firewall Options

NAT Traversal
| NAT Traversal Port
I Keep-alive packet rate 15 Secs
f IKE Fragmentation

Masimum packet size 540 Bytes

Other Options

Enable Dead Peer Detection
Enable ISAKMP Failure Notifications
Enable Client Login Banner

L [ save ][ concel |

IT’sec NAT-traversal
(throuah udpn/4500)

Name Resolution Tab
1. Setting by default.
B e

General | Client | Name Resolution Authenticati( * | * |

WINS / DNS

Enable WINS Obtain Automatically
| WINS Server Address . -
| Enable DNS (Obtain Automatically
i DNS Server Addiess

DNS Suffix

Enable Split DNS Obtain Automatically

Add |

| Modi

[ Delete |

[ Save ][ Cancel ]
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Authentication Tab

1. Authentication Method chose “Mutual PSK”

2. Local Identity Type chose “IP Address”

3. Remote Identity Type chose “IP Address”

4. Credentials enter your Pre Shared Key

Authentication Method l[._MuluaI PSK

' Local Identity | Remote Identity | Credentials |
I |dentification Type

LIP Address v ]
f

Address Stiing

L |

Use a discovered local host address
|

[ Save ] [ Cancel ]

" VPN Site Configura

g

Name Resolution | Authentication | Phase 1 | Pha ¢ ||

Authentication Method [Mutual PSK V]

Local Identity | Remote Identity | Credentials

|dentification Type

IJP Address v ]
Address Sting

J |
Use a discovered remote host address

[ Save ][ Cancel ]
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Name Resolution Authenticalion' Phase 1 | Pha t > |

Authentication Method [Mutual PSK v]
o | || Local Identity | Remote Identity | Credentials
I Server Certificate Autority File i
' ks

Client Certificate File 7
| | [
Client Private Key File i
1 |
Pre Shared Key

Il [ save || Cancel ]||

Phase 1
1. Exchange Type “Main”

2. DH Exchange chose “group2”

3. Cipher Algorithm “3des”(Any type like your firewall setting)
4. Hash Algorithm “md5”

§. Key Life Time limit “28800”(Setting like your fire setting)

| VPN Site uratior

Authentication| Phase 1 | Phase 2 | Policy |

Proposal Parameters
Exchange Type [main v]
| DH Exchange [gtoup 2 vl
l Cipher Algorithm [ 3des v ]
! Cipher Key Length \ vr} Bits
Hash Algorithm md5 v
Keylife Timelmt 28800 Secs
KeplifeDatalimt 0 Kbytes
[] Enable Check Point Compatible Vendor 1D
|

[ Save ][ Cancel ]
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FIREWALL CONFIGURATION > Interfaces > IPsec

J IPSec_Tunnel

An IPsec tunnel item is used to define IPsec endpoint and will appear as a logical interface in the system.

, Authenticaion | XAuth | Routing | IKE Setings | Keep-alive | Advanced
2/ Algorithms
IKE Algorithms: Medium |
IKE Lifetime: 28800 seconds
IPsec Algorithms: Medium v
IPsec Lifetime: 3600 seconds
IPsec Lifetime: o kilobytes
General Authentication XAuth "R’outing ' Keep-alive “Advanced
2/ IKE
@ Main DH Group
I‘L" Aggressive 2 v I

VPN Objects > IKE Algorithms

- 5
7L IKE Algorithms
"+ Configure slgorithms which are ussd in the IKE phase of an [Psec session.
JAdw
#w Name Algorithms
1 ) High 3DES, AES, Blowfish, MDS, SHAL
2. [ediom] AES Blowfish, Twofish,
z T CAST128,[MD5] SHAL ’
Phase 2

1. Transform Algorithm chose “esp-3des”.
2. HMAC Algorithm chose md5.
3. DisablePFS Exchange and Compress Algorithm.

4. Key Life Time limit have same as firewall. (Interfaces > IPsec)
" VPN Site Configuration »

| Authentication | Phase 1| Phase 2 | Policy 42

Proposal Parameters

Transform Algorithm

—=

Transform Key Length | | Bits
' HMAC Algorithm
! PFS Exchange
Compress Algorithm
Key Life Time limit 3600 Secs
Key Life Data limit 0 Kbytes

L_ [ save || cancel |

Comments
High security
High compatibility

(1) Right-click on a row for additional options.
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Policy
1. Policy Generation Level “unique”.

2. Cancel“Obtain Topology Automatically or Tunnel All"and add PC2 LAN net.

VPN Site Configura

| Authentication | Phase 1 | Phase 2| Policy I

IPSEC Policy Configuration
Paolicy Generation Level

[7] Maintain Persistent Security Associations
| Obtain Topology Automatically or Tunnel All l

[l Remote Network Resource
 192.168.1.0 / 255.255.255.0

Add | Modiy

Delete

][ Cancel ]

L [‘ Save

When you login VPN tunnel you can check information in Shrew Soft.

£ Shrew Soft VPN Connect - 61... [ |[5|[X]

Connect rNetwork l

config loaded for site '61.218.67.126
configuring client settings ...
attached to key daemon ...
peer configured

iskamp proposal configured
esp proposal configured
client configured
pre-shared key configured
bringing up tunnel ...
network device configured
tunnel enabled

Cance

+ Shrew Soft VPN Connect - 61... g
| Connect | Network |

Security Associations

Established - 1

Tunnel

Status -

Remate Host -
Transport Used -
IKE Fragmentation -

Dead Peer Detection -

Expired - 0
Failed - O

Connected
61.218.67.126
IKE |ESP
Disabled
Enabled




