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HacTpoiika L2TP nosepx IPSec g1 MO6UNbHbBIX KNMEHTOB

Mpumep:

WAN 1 Static IP

[§)

Qo
L2TP over IPSec client (ANDROID, PC Windows)

MTak npucTynum, BOT YTO 6bI1I0 NpoAenaHo ANA co3aaHusa paboyei cpeapi:

1) OtkpbiBaem nyHKT: VPN > IPSec VPN> Policies

Status "? Wire
IPSec VPN PPTP VPN L2TP VPN SSL VPN OpenVPN GRE
Paolicies PPTP Server L2TP Server S5L VPN Server Policy OpenVPN Settings GRE
Tunnel Mode PPTP Client L2TP Client Portal Layouts Local Networks
DHCP Range PPTP Active Users L2TP Active Users Resources Remote Networks
Certificates SSL VPN Client Authentication
Easy VPN Setup Client Routes

One To Ore Mapping

2) makaem: Add New IPSec Policy.

VPN = IPSec VPN » Policies o °

This page shows the list of configured IPsec VPN policies on the router. A user can also add, delete, edit, enable, disable and export IPsec VPN
policies from this page.

IPSec Policies List

Show entries [Right click on record to get more options] | e, |

Status Name Backup Type IPSec Local Remote Auth Encr
+ S | Tunnel & & | Mode & & & & o

No data available in table

Showing 0 to 0 of 0 entries

Add New IPSec Policy e

|.| First | Previous | Next , | Last ,|
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3) BbibMpaem 3HaYeHME KaK B TabauLe HUKe:
GENERAL
Police Name: *MNpon3BosibHOE 3Ha4YeHne
L2TP Mode: Gateway
Remote Endpoint: FQDN
IP Address / FQDN: 0.0.0.0 (ans nogkntouyeHua c ntoboro IP agpeca)
Phasel (IKE SA Parametrs)
Remote Endpoint: FQDN
IP Address / FQDN: 0.0.0.0 (ans nogkntoveHua c ntoboro IP agpeca)

Encryption Algorithm: 3DES

Authentication Algorithm: SHA1

Authentication Method: Pre-Shared Key

Pre-Shared Key: *MNpown3BosibHOe 3Ha4eHue (Ko IPSec)
Phase2 (Auto Policy Parametrs)

Encryption Algorithm: 3DES
Integrity Algorithm: SHA1

4) Hy n »kmem 3aBeTHyto SAVE

IPSec Policy Configuration

General
Policy Mame testIPSec ¢
Policy Type Auto Policy |E|
IP Protocol Version IPv4
IKE Version IKEv1
L2TP Mode Gateway %
IPSec Mode Transport Mode
Select Local Gateway Dedicated WAN |E|
Remote Endpoint FQDM %
IP Address / FQDN 0.0.0.0 ¢
Enable Mode Config [ o
Enable RollOver [ Joe
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Protocol

Enable Keepalive

Phase 1(IKE SA Parameters)

Exchange Mode
Direction / Type

Mat Traversal

MAT Keep Alive Frequency

Local Identifier Type
Remote ldentifier Type

Remote ldentifier

Encryption Algorithm
DES

AES-128
AES-256
BLOWFISH

CAST128

Authentication Algorithm
MD5

SHAZ-256
SHAZ-512
Authentication Method

Pre-Shared Key

Diffie-Hellman {DH) Group
SA-Lifetime

Enable Dead Peer Detection
Detection Period
Reconnect after Failure
Count

Extended Authentication

Phase2-(Auto Policy Parameters)
SA Lifetime

Encryption Algorithm
DES
3DES
AES-152
TWOFISH (128)
TWOFISH (256)
BELOWFISH

CA5T128

Integrity Algorithm
MD5

SHAZ-224
SHAZ-384

PFS Key Group

Redundant VPN Gateway Parameters

Enable Redundant Gateway
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| ESP

]

|Main

| Both

[<][<]

B

|zn

Seconds

| Local Wan IP

[<] [ |

| FQoN
[0.0.0.0
OFF 3DES
[ e AES-192
OFF
OFF
OFF
OFF SHA-1
OFF SHAZ-3B4
OFF

| Pre-Shared Key

|qwerty 123 @ 49]

| Group 2 (1024 bit)

28800 [Default: 28800, Range: 300 - 2147483647] Seconds

[Default: 10, Range: 10 - 9%9]
[Default: 3, Range: 3 -

| None

3600 Seconds :

[ T NONE
m AES-128
[ T AES-256
[ Jor TWOFISH {192)
e
-
-
[ T SHA-1
[ Tt SHA2-256
[ Ter" SHAZ-512
e
-

99)

e
Jen
Jen
e
T
[ o« NI
-
-
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5) Cnepytowmm warom aktusmpyem cepsep: VPN > L2TP VPN> L2TP Server

IPSec VPN PPTP VPN LZTP VPN SSL VPN OpenVPN GRE
Policies PPTP Server L2TF Server S5L VPN Server Policy OpenVPH Settings GRE
Tunnel Mode PPTP Client L2TP Client Portal Layouts Local Networks

DHCP Range PPTP Active Users L2ZTP Active Users Resources Remote Metworks

Certificates S5L VPN Client Authentication

Easy VPN Setup Client Routes

One To One Mapping

6) [anee cnepyem HacTpoikam B Tabauue:
Enable L2TP Server: Enable IPv4
L2TP Routing Mode: Classical
Range of IP Addresses (Allocated to L2TP Clients) : Yka3biBaem anana3oH
pa3gaBaemblx KaneHTam IP agpecos
Authentication Database: Local User Database (3aecb moryT 6bI1Tb Apyrue
3Ha4YeHMA B 3aBMCUMOCTU OT HacTpoek 6asbl Bawmx nonb3osatenen)
Authentication Supported: MS-CHAPV2 (y meHA Ha Hem npeKpacHo nauleT)
User Time-out: BnucbiBaem Bpems TamM-ayTa No/b30BaTeNA
Hy n *Xxmakaem 3aBeTHyto SAVE

VPN = LZTPVPN » LZTP Server o e

LZTP allows an external user to connect to your router through the internet, forming a VPN. This section allows you to enable/disable LZTP server
and define a range of IP addresses for clients connecting to your router. The connected clients can function as if they are on your LAN (they can
communicate with LAN hosts, access any servers present etc.).

L2TP Server

Server Setup
Enable L2TP Server Enable IPv4

L2TP Routing Mode O Nat  ® Classical

Range of IP Addresses (Allocated to L2ZTP Clients)
Starting IP Address 182.168.11.1

Ending IP Address 182.168.11. 10

Authentication Database

Authentication Local User Database

R

Authentication Supported

PAP [~ e

CHAP [ o=

MS-CHAP [ e

MS-CHAPv2 _|—|¢
Encryption -

Secret Key | | oFF

User Time-out

ldle TimeOut [ — R
= e

7) Mepexoamm c co3aaHuMIO NONb30OBaTeNElN ANA Hallero cepsepa: Security>
Internal User Database
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Status

OTpucoBaHo creymanbHo ana forum.dlink.ru

Status » Dashboard

The Traffic Overview, WAN Parts, Bandwidth Usage, VPNs and pack| External Auth Server

Dashboard

Traffic Overview

Login Profiles

19.1%

a -
HTTPS

B0.9%

¢EY VPN % Security £° Maintenance
Authentication Web Content Filter Firewall
Internal User Database Static Filtering Firewall Rules

Schedules

Blocked Clients

Custom Services

ALGs

VPN Passthrough
Dynamic Port Forwarding
Attack Checks

Intel® AMT

IPS

8) Cosaaem cHayana rpynny nosb3oBaTenen gns Hawero cepsepa: Groups> Add

New Group

Security = Authentication = Internal User Database » Groups

Get User DB | Groups | Users

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.

Groups List

Show m entries [Right click on record to get more options] &, |
| Group Name [+ ” Description ] ‘
ADMIN Admin Group
GUEST Guest Group
Shawing 1 to 2 of 2 entries || First || .| Previous | 1 | Next , || Last 4|

st v oy I

9) 3anonHaem Tabauuy:

Group Name: *lMpounsBonbHoe 3HayeHue (testL2TPgroup)

Description: *MNpoun3BonbHoe 3HayeHue (test L2TP group)

User Type: Network

L2TP User: ON
SAVE

Group Configuration

Group Mame

Description

User Type
User Type

PPTP User

LZTP User

Xauth User

SSLVPN User
Captive Portal User

Idle Timeout

|test L2TP group

|testL2TPgr0up ¢

O Admin

[ e

® Network O Guest

) <=

[ e
[ e
[ e

[Default: 10, Range: 1 - 999] Minutes
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10) Tenepb co3gaem nonb3osatenen: Users> Add New User

Security » Authentication » Internal User Database » Users o @

Get User DB | Groups | Users

This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for setting policies
on users.

Users List
Show entries [Right click on record to get more options] g, |

| User Name ) " Group Name e H Login Status ] |
admin ADMIN Enabled {LAN) Enabled {WAN)
guest GUEST Disabled (LAM) Disabled (WAM)

Showing 1 to 2 of 2 entries

Add New User ——————

11) 3anonHsem Tabnuuy:

| First | Previous | 1 | Mext , || Last

User Name: *MpounsBonbHoe 3Ha4YeHue (testL2TPuser)
First Name: *lMNpoun3sBonbHoe 3HavyeHue (User)

Last Name: *[pounsBonbHoe 3Ha4YeHue (L2TPtest)
Select Group: Bbibrpaem rpynny co3gaHHyto B NyHKTe 9
3anonHAem Nona c naponem

3aBeTHaa SAVE

User Configuration

User Name testL2TPuser

First Name User

Last Name

i

L2TPtest

Select Group

Password I LI

Confirm Password sesBaBEES

|
|
|
testL2TPgroup |z|
|
|

o

12) C HacTpoWKoI1 cepBepa 3aKOHYEHO, HACTPANBAEM K/IMEHTOB, B HaLLEM C/lyyae
sT0 Android/Windows, npoBepsem nogkntoueHne nonb3osatenem u
pagyemca xnsHu: VPN> L2TP VPN> L2TP Active Users

0 ¢ £
2z Security

VPN » LITPVPN » L2TP Active Users 0 @

Active L2TP tunnels connections are listed here, as LAN VPH clients are active L2TP users.

L2TP Active Users List

Show | 10 entries [Mo right click options] a, |
i User Name 2] ii Remote IP & H {278 4p & |

testl7TPuser  aqgertemy 192.168.11.2 192.168.11.1

Showing 1 to 1 of 1 entries

|.| Brst | Previous:| 1 | Next ;|| Last )|
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