!

crypto isakmp policy 12

 encr 3des

 hash md5

 authentication pre-share

 group 2

crypto isakmp key 123456789 address 192.168.100.206

crypto isakmp aggressive-mode disable

!

!

crypto ipsec transform-set DFL esp-3des esp-md5-hmac

!

!

crypto map D200 12 ipsec-isakmp

 set peer 192.168.100.206

 set transform-set DFL

 set pfs group2

 match address 111

!

!

!

!

!

interface FastEthernet0/0

 ip address 192.168.173.190 255.255.255.0 secondary

 ip address 192.168.100.190 255.255.255.0

 ip nat outside

 speed auto

 full-duplex

 pppoe enable

 crypto map D200

!

!

!

!

access-list 111 permit ip 192.168.3.0 0.0.0.255 192.168.0.0 0.0.0.255

access-list 111 deny   ip any any

cisco-1750#sh logging

Syslog logging: enabled (0 messages dropped, 1 messages rate-limited, 0 flushes, 0 overruns, xml disabled)

    Console logging: level debugging, 1528 messages logged, xml disabled

    Monitor logging: level debugging, 0 messages logged, xml disabled

    Buffer logging: level debugging, 1528 messages logged, xml disabled

    Logging Exception size (4096 bytes)

    Count and timestamp logging messages: disabled

    Trap logging: level informational, 29 message lines logged

Log Buffer (16384 bytes):

SAKMP (0:1) local preshared key found

*Mar  1 19:26:03.280: ISAKMP : Scanning profiles for xauth ... 12

*Mar  1 19:26:03.280: ISAKMP (0:1): Checking ISAKMP transform 0 against priority 10 policy

*Mar  1 19:26:03.284: ISAKMP:      encryption AES-CBC

*Mar  1 19:26:03.284: ISAKMP:      keylength of 128

*Mar  1 19:26:03.284: ISAKMP:      hash SHA

*Mar  1 19:26:03.284: ISAKMP:      auth pre-share

*Mar  1 19:26:03.284: ISAKMP:      default group 2

*Mar  1 19:26:03.284: ISAKMP:      life type in seconds

*Mar  1 19:26:03.284: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.284: ISAKMP (0:1): Encryption algorithm offered does not match policy!

*Mar  1 19:26:03.284: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.284: ISAKMP (0:1): Checking ISAKMP transform 1 against priority 10 policy

*Mar  1 19:26:03.284: ISAKMP:      encryption AES-CBC

*Mar  1 19:26:03.284: ISAKMP:      keylength of 128

*Mar  1 19:26:03.284: ISAKMP:      hash MD5

*Mar  1 19:26:03.284: ISAKMP:      auth pre-share

*Mar  1 19:26:03.284: ISAKMP:      default group 2

*Mar  1 19:26:03.284: ISAKMP:      life type in seconds

*Mar  1 19:26:03.284: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.284: ISAKMP (0:1): Encryption algorithm offered does not match policy!

*Mar  1 19:26:03.284: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.284: ISAKMP (0:1): Checking ISAKMP transform 2 against priority 10 policy

*Mar  1 19:26:03.284: ISAKMP:      encryption 3DES-CBC

*Mar  1 19:26:03.284: ISAKMP:      hash SHA

*Mar  1 19:26:03.284: ISAKMP:      auth pre-share

*Mar  1 19:26:03.284: ISAKMP:      default group 2

*Mar  1 19:26:03.288: ISAKMP:      life type in seconds

*Mar  1 19:26:03.288: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.288: ISAKMP (0:1): Hash algorithm offered does not match policy!

*Mar  1 19:26:03.288: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.288: ISAKMP (0:1): Checking ISAKMP transform 3 against priority 10 policy

*Mar  1 19:26:03.288: ISAKMP:      encryption 3DES-CBC

*Mar  1 19:26:03.288: ISAKMP:      hash MD5

*Mar  1 19:26:03.288: ISAKMP:      auth pre-share

*Mar  1 19:26:03.288: ISAKMP:      default group 2

*Mar  1 19:26:03.288: ISAKMP:      life type in seconds

*Mar  1 19:26:03.288: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.288: ISAKMP (0:1): Diffie-Hellman group offered does not match policy!

*Mar  1 19:26:03.288: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.288: ISAKMP (0:1): Checking ISAKMP transform 4 against priority 10 policy

*Mar  1 19:26:03.288: ISAKMP:      encryption DES-CBC

*Mar  1 19:26:03.288: ISAKMP:      hash SHA

*Mar  1 19:26:03.288: ISAKMP:      auth pre-share

*Mar  1 19:26:03.288: ISAKMP:      default group 2

*Mar  1 19:26:03.288: ISAKMP:      life type in seconds

*Mar  1 19:26:03.288: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.288: ISAKMP (0:1): Encryption algorithm offered does not match policy!

*Mar  1 19:26:03.288: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.288: ISAKMP (0:1): Checking ISAKMP transform 5 against priority 10 policy

*Mar  1 19:26:03.288: ISAKMP:      encryption DES-CBC

*Mar  1 19:26:03.292: ISAKMP:      hash MD5

*Mar  1 19:26:03.292: ISAKMP:      auth pre-share

*Mar  1 19:26:03.292: ISAKMP:      default group 2

*Mar  1 19:26:03.292: ISAKMP:      life type in seconds

*Mar  1 19:26:03.292: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.292: ISAKMP (0:1): Encryption algorithm offered does not match policy!

*Mar  1 19:26:03.292: ISAKMP (0:1): atts are not acceptable. Next payload is 0

*Mar  1 19:26:03.292: ISAKMP (0:1): Checking ISAKMP transform 0 against priority 12 policy

*Mar  1 19:26:03.292: ISAKMP:      encryption AES-CBC

*Mar  1 19:26:03.292: ISAKMP:      keylength of 128

*Mar  1 19:26:03.292: ISAKMP:      hash SHA

*Mar  1 19:26:03.292: ISAKMP:      auth pre-share

*Mar  1 19:26:03.292: ISAKMP:      default group 2

*Mar  1 19:26:03.292: ISAKMP:      life type in seconds

*Mar  1 19:26:03.292: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.292: ISAKMP (0:1): Encryption algorithm offered does not match policy!

*Mar  1 19:26:03.292: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.292: ISAKMP (0:1): Checking ISAKMP transform 1 against priority 12 policy

*Mar  1 19:26:03.292: ISAKMP:      encryption AES-CBC

*Mar  1 19:26:03.292: ISAKMP:      keylength of 128

*Mar  1 19:26:03.292: ISAKMP:      hash MD5

*Mar  1 19:26:03.292: ISAKMP:      auth pre-share

*Mar  1 19:26:03.292: ISAKMP:      default group 2

*Mar  1 19:26:03.292: ISAKMP:      life type in seconds

*Mar  1 19:26:03.296: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.296: ISAKMP (0:1): Encryption algorithm offered does not match policy!

*Mar  1 19:26:03.296: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.296: ISAKMP (0:1): Checking ISAKMP transform 2 against priority 12 policy

*Mar  1 19:26:03.296: ISAKMP:      encryption 3DES-CBC

*Mar  1 19:26:03.296: ISAKMP:      hash SHA

*Mar  1 19:26:03.296: ISAKMP:      auth pre-share

*Mar  1 19:26:03.296: ISAKMP:      default group 2

*Mar  1 19:26:03.296: ISAKMP:      life type in seconds

*Mar  1 19:26:03.296: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.296: ISAKMP (0:1): Hash algorithm offered does not match policy!

*Mar  1 19:26:03.296: ISAKMP (0:1): atts are not acceptable. Next payload is 3

*Mar  1 19:26:03.296: ISAKMP (0:1): Checking ISAKMP transform 3 against priority 12 policy

*Mar  1 19:26:03.296: ISAKMP:      encryption 3DES-CBC

*Mar  1 19:26:03.296: ISAKMP:      hash MD5

*Mar  1 19:26:03.296: ISAKMP:      auth pre-share

*Mar  1 19:26:03.296: ISAKMP:      default group 2

*Mar  1 19:26:03.296: ISAKMP:      life type in seconds

*Mar  1 19:26:03.296: ISAKMP:      life duration (basic) of 28800

*Mar  1 19:26:03.296: ISAKMP (0:1): atts are acceptable. Next payload is 3

*Mar  1 19:26:03.544: ISAKMP (0:1): processing vendor id payload

*Mar  1 19:26:03.544: ISAKMP (0:1): vendor ID is DPD

*Mar  1 19:26:03.544: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE

*Mar  1 19:26:03.544: ISAKMP (0:1): Old State = IKE_R_MM1  New State = IKE_R_MM1

*Mar  1 19:26:03.544: ISAKMP (0:1): sending packet to 192.168.100.206 my_port 500 peer_port 500 (R) MM_SA_SETUP

*Mar  1 19:26:03.544: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

*Mar  1 19:26:03.548: ISAKMP (0:1): Old State = IKE_R_MM1  New State = IKE_R_MM2

*Mar  1 19:26:03.861: ISAKMP (0:1): received packet from 192.168.100.206 dport 500 sport 500 Global (R) MM_SA_SETUP

*Mar  1 19:26:03.865: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH

*Mar  1 19:26:03.865: ISAKMP (0:1): Old State = IKE_R_MM2  New State = IKE_R_MM3

*Mar  1 19:26:03.865: ISAKMP (0:1): processing KE payload. message ID = 0

*Mar  1 19:26:04.109: ISAKMP (0:1): processing NONCE payload. message ID = 0

*Mar  1 19:26:04.109: ISAKMP: Looking for a matching key for 192.168.100.206 in default : success

*Mar  1 19:26:04.113: ISAKMP (0:1): found peer pre-shared key matching 192.168.100.206

*Mar  1 19:26:04.141: ISAKMP (0:1): SKEYID state generated

*Mar  1 19:26:04.145: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE

*Mar  1 19:26:04.145: ISAKMP (0:1): Old State = IKE_R_MM3  New State = IKE_R_MM3

*Mar  1 19:26:04.145: ISAKMP (0:1): sending packet to 192.168.100.206 my_port 500 peer_port 500 (R) MM_KEY_EXCH

*Mar  1 19:26:04.145: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

*Mar  1 19:26:04.145: ISAKMP (0:1): Old State = IKE_R_MM3  New State = IKE_R_MM4

*Mar  1 19:26:04.470: ISAKMP (0:1): received packet from 192.168.100.206 dport 500 sport 500 Global (R) MM_KEY_EXCH

*Mar  1 19:26:04.474: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH

*Mar  1 19:26:04.474: ISAKMP (0:1): Old State = IKE_R_MM4  New State = IKE_R_MM5

*Mar  1 19:26:04.474: ISAKMP (0:1): processing ID payload. message ID = 0

*Mar  1 19:26:04.474: ISAKMP (0:1): ID payload

        next-payload : 8

        type         : 1

        address      : 192.168.100.206

        protocol     : 17

        port         : 500

        length       : 12

*Mar  1 19:26:04.474: ISAKMP (0:1): peer matches *none* of the profiles

*Mar  1 19:26:04.474: ISAKMP (0:1): processing HASH payload. message ID = 0

*Mar  1 19:26:04.482: ISAKMP (0:1): processing NOTIFY INITIAL_CONTACT protocol 1

        spi 0, message ID = 0, sa = 832FAE0C

*Mar  1 19:26:04.482: ISAKMP (0:1): Process initial contact,

bring down existing phase 1 and 2 SA's with local 192.168.100.190 remote 192.168.100.206 remote port 500

*Mar  1 19:26:04.482: ISAKMP (0:1): SA has been authenticated with 192.168.100.206

*Mar  1 19:26:04.482: ISAKMP (0:1): peer matches *none* of the profiles

*Mar  1 19:26:04.482: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE

*Mar  1 19:26:04.482: ISAKMP (0:1): Old State = IKE_R_MM5  New State = IKE_R_MM5

*Mar  1 19:26:04.482: IPSEC(key_engine): got a queue event...

*Mar  1 19:26:04.482: ISAKMP (0:1): SA is doing pre-shared key authentication using id type ID_IPV4_ADDR

*Mar  1 19:26:04.486: ISAKMP (0:1): ID payload

        next-payload : 8

        type         : 1

        address      : 192.168.100.190

        protocol     : 17

        port         : 500

        length       : 12

*Mar  1 19:26:04.486: ISAKMP (1): Total payload length: 12

*Mar  1 19:26:04.494: ISAKMP (0:1): sending packet to 192.168.100.206 my_port 500 peer_port 500 (R) MM_KEY_EXCH

*Mar  1 19:26:04.494: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

*Mar  1 19:26:04.494: ISAKMP (0:1): Old State = IKE_R_MM5  New State = IKE_P1_COMPLETE

*Mar  1 19:26:04.498: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE

*Mar  1 19:26:04.498: ISAKMP (0:1): Old State = IKE_P1_COMPLETE  New State = IKE_P1_COMPLETE

*Mar  1 19:26:04.822: ISAKMP (0:1): received packet from 192.168.100.206 dport 500 sport 500 Global (R) QM_IDLE

*Mar  1 19:26:04.826: ISAKMP: set new node 2073283226 to QM_IDLE

*Mar  1 19:26:04.834: ISAKMP (0:1): processing HASH payload. message ID = 2073283226

*Mar  1 19:26:04.834: ISAKMP (0:1): processing SA payload. message ID = 2073283226

*Mar  1 19:26:04.834: ISAKMP (0:1): Checking IPSec proposal 1

*Mar  1 19:26:04.834: ISAKMP: transform 1, ESP_DES

*Mar  1 19:26:04.834: ISAKMP:   attributes in transform:

*Mar  1 19:26:04.834: ISAKMP:      authenticator is HMAC-MD5

*Mar  1 19:26:04.834: ISAKMP:      SA life type in seconds

*Mar  1 19:26:04.834: ISAKMP:      SA life duration (basic) of 28800

*Mar  1 19:26:04.834: ISAKMP:      group is 2

*Mar  1 19:26:04.838: ISAKMP:      encaps is 1

*Mar  1 19:26:04.838: ISAKMP (0:1): atts are acceptable.

*Mar  1 19:26:04.838: IPSEC(validate_proposal_request): proposal part #1,

  (key eng. msg.) INBOUND local= 192.168.100.190, remote= 192.168.100.206,

    local_proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),

    remote_proxy= 192.168.0.0/255.255.255.0/0/0 (type=4),

    protocol= ESP, transform= esp-des esp-md5-hmac ,

    lifedur= 0s and 0kb,

    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x22

*Mar  1 19:26:04.838: IPSEC(kei_proxy): head = D200, map->ivrf = , kei->ivrf =

*Mar  1 19:26:04.838: IPSEC(validate_transform_proposal): transform proposal not supported for identity:

    {esp-des esp-md5-hmac }

*Mar  1 19:26:04.838: ISAKMP (0:1): IPSec policy invalidated proposal

*Mar  1 19:26:04.838: ISAKMP (0:1): Checking IPSec proposal 2

*Mar  1 19:26:04.838: ISAKMP: transform 1, ESP_3DES

*Mar  1 19:26:04.842: ISAKMP:   attributes in transform:

*Mar  1 19:26:04.842: ISAKMP:      authenticator is HMAC-MD5

*Mar  1 19:26:04.842: ISAKMP:      SA life type in seconds

*Mar  1 19:26:04.842: ISAKMP:      SA life duration (basic) of 28800

*Mar  1 19:26:04.842: ISAKMP:      group is 2

*Mar  1 19:26:04.842: ISAKMP:      encaps is 1

*Mar  1 19:26:04.842: ISAKMP (0:1): atts are acceptable.

*Mar  1 19:26:04.842: IPSEC(validate_proposal_request): proposal part #1,

  (key eng. msg.) INBOUND local= 192.168.100.190, remote= 192.168.100.206,

    local_proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),

    remote_proxy= 192.168.0.0/255.255.255.0/0/0 (type=4),

    protocol= ESP, transform= esp-3des esp-md5-hmac ,

    lifedur= 0s and 0kb,

    spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x22

*Mar  1 19:26:04.842: IPSEC(kei_proxy): head = D200, map->ivrf = , kei->ivrf =

*Mar  1 19:26:05.091: ISAKMP (0:1): processing NONCE payload. message ID = 2073283226

*Mar  1 19:26:05.091: ISAKMP (0:1): processing KE payload. message ID = 2073283226

*Mar  1 19:26:05.335: ISAKMP (0:1): processing ID payload. message ID = 2073283226

*Mar  1 19:26:05.335: ISAKMP (0:1): processing ID payload. message ID = 2073283226

*Mar  1 19:26:05.335: ISAKMP (0:1): asking for 1 spis from ipsec

*Mar  1 19:26:05.339: ISAKMP (0:1): Node 2073283226, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH

*Mar  1 19:26:05.339: ISAKMP (0:1): Old State = IKE_QM_READY  New State = IKE_QM_SPI_STARVE

*Mar  1 19:26:05.339: IPSEC(key_engine): got a queue event...

*Mar  1 19:26:05.339: IPSEC(spi_response): getting spi 3054333394 for SA

        from 192.168.100.190 to 192.168.100.206 for prot 3

*Mar  1 19:26:05.339: ISAKMP (0:1): received packet from 192.168.100.206 dport 500 sport 500 Global (R) QM_IDLE

*Mar  1 19:26:05.339: ISAKMP (0:1): phase 2 packet is a duplicate of a previous packet.

*Mar  1 19:26:05.343: ISAKMP (0:1): retransmitting due to retransmit phase 2

*Mar  1 19:26:05.343: ISAKMP (0:1): retransmitting phase 2 QM_IDLE       2073283226 ...

*Mar  1 19:26:05.343: ISAKMP: received ke message (2/1)

*Mar  1 19:26:05.600: ISAKMP (0:1): sending packet to 192.168.100.206 my_port 500 peer_port 500 (R) QM_IDLE

*Mar  1 19:26:05.600: ISAKMP (0:1): Node 2073283226, Input = IKE_MESG_FROM_IPSEC, IKE_SPI_REPLY

*Mar  1 19:26:05.600: ISAKMP (0:1): Old State = IKE_QM_SPI_STARVE  New State = IKE_QM_R_QM2

*Mar  1 19:26:05.940: ISAKMP (0:1): received packet from 192.168.100.206 dport 500 sport 500 Global (R) QM_IDLE

*Mar  1 19:26:06.008: ISAKMP (0:1): Creating IPSec SAs

*Mar  1 19:26:06.008:         inbound SA from 192.168.100.206 to 192.168.100.190 (f/i)  0/ 0

        (proxy 192.168.0.0 to 192.168.3.0)

*Mar  1 19:26:06.012:         has spi 0xB60D6DD2 and conn_id 200 and flags 23

*Mar  1 19:26:06.012:         lifetime of 28800 seconds

*Mar  1 19:26:06.012:         has client flags 0x0

*Mar  1 19:26:06.012:         outbound SA from 192.168.100.190 to 192.168.100.206 (f/i)  0/ 0 (proxy 192.168.3.0     to 192.168.0.0    )

*Mar  1 19:26:06.012:         has spi 946848267 and conn_id 201 and flags 2B

*Mar  1 19:26:06.012:         lifetime of 28800 seconds

*Mar  1 19:26:06.012:         has client flags 0x0

*Mar  1 19:26:06.012: ISAKMP (0:1): deleting node 2073283226 error FALSE reason "quick mode done (await)"

*Mar  1 19:26:06.012: ISAKMP (0:1): Node 2073283226, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH

*Mar  1 19:26:06.012: ISAKMP (0:1): Old State = IKE_QM_R_QM2  New State = IKE_QM_PHASE2_COMPLETE

*Mar  1 19:26:06.012: IPSEC(key_engine): got a queue event...

*Mar  1 19:26:06.012: IPSEC(initialize_sas): ,

  (key eng. msg.) INBOUND local= 192.168.100.190, remote= 192.168.100.206,

    local_proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),

    remote_proxy= 192.168.0.0/255.255.255.0/0/0 (type=4),

    protocol= ESP, transform= esp-3des esp-md5-hmac ,

    lifedur= 28800s and 0kb,

    spi= 0xB60D6DD2(3054333394), conn_id= 200, keysize= 0, flags= 0x23

*Mar  1 19:26:06.016: IPSEC(initialize_sas): ,

  (key eng. msg.) OUTBOUND local= 192.168.100.190, remote= 192.168.100.206,

    local_proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),

    remote_proxy= 192.168.0.0/255.255.255.0/0/0 (type=4),

    protocol= ESP, transform= esp-3des esp-md5-hmac ,

    lifedur= 28800s and 0kb,

    spi= 0x386FC20B(946848267), conn_id= 201, keysize= 0, flags= 0x2B

*Mar  1 19:26:06.016: IPSEC(kei_proxy): head = D200, map->ivrf = , kei->ivrf =

*Mar  1 19:26:06.016: IPSEC(add mtree): src 192.168.3.0, dest 192.168.0.0, dest_port 0

*Mar  1 19:26:06.016: IPSEC(create_sa): sa created,

  (sa) sa_dest= 192.168.100.190, sa_prot= 50,

    sa_spi= 0xB60D6DD2(3054333394),

    sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 200

*Mar  1 19:26:06.016: IPSEC(create_sa): sa created,

  (sa) sa_dest= 192.168.100.206, sa_prot= 50,

    sa_spi= 0x386FC20B(946848267),

    sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 201

