Настройка ALG на DFL-700

Рассмотренно на примере DFL-200

Смотрим какое правило ALG привязано к стандартному правилу http-outbound:

[image: image1.png]System Servers  Tools  Status  Help

Services Settings
Name: [http-outbound

© TCP (UDP Service:

Protacol: [ cp
I wop
Source Ports:

Destination Ports: [50
SYNRelay: [ Protectthe destination from SYN flood attacks.
€ ICMP Echo (Ping)

€ 1P Protocol:
Protocols.
Exampls:"1-5,9, 15, 50-51"

Senices:
Comma-separated list of Senvices or senice groups.

Protocokindependent settings:
ICMP Errors: [~ Allow ICMP errors from the destination to the source

ALG: [HTTP/HTML Content Filtering

Application Layer Gateways (ALOs) implement extra application logic
thatis needed for some protocols to work properly like for instance
FTP, which needs to open up dynamic data channss in addition to the
command channel.

MaxALG Sessions: [100




АЛГ привязано нужное.

Создаём правила для content filltering:

firewall->content fillter
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HTTP Content Fittering
Edit Destination URL Global Blackiist:

‘The URL blacklist can be used to deny access to complets sites, to fils types by extznsion, or to URLS with
certain words in them.

Use e.g."*example.org™ to disallow access to an entirs site

Blanklines and lines beginning with "#" ars ignored.

o
[rrw*




Запрещяем все адреса и доменную зону RU

White List пустой
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Edit Destination URL Global Whitslist

To allow access to awhole domain, use e.g. safesite.com*" Note the ending slash, which protects
against someone setting p &.9."www safesits com.dyndnsprovider net' as an alias for an otherwise
disallowed site,

Blanklines are ignored. Lines beginning with

are also ignored





Создаём правило:
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Settings for LAN->WAN policy:

NAT: @ Hide source addresses (many-to-one NAT)
€ No NAT - requires public IP addresses on LAN network.

<N+

Apply Cancel Help

Select "Add New’ below, o selsct a rule from the listto sdit it

LAN-WAN Policy
Name

#1iter

#2 drop_smbv-all

Action
Allow
Drop

#3 allow_ftp-passthrough Allow

#4 allow_standard
[Add new,

Allow.

Source Destination  Service

Any
Any
Any
Any

Any
Any
Any
Any

hitp-outhound
smb-all

3
3

ping-outbound 48

AllProtocals

Ifno rule matches, the connection will be denisd and logged

*

Hel

[Edit
[Edit
[Edit
[Edit

UORENEAS J0 50





1-Как раз филтр контента.

4-всё остальное, что не попало в black-list

тест:

Проверяем доменную зону RU
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# Getting Started (! Latest Headlines

| D-Link DFL-200 - Firewall Policy | | Access Denied

Forbidden

Access to the location: http://www.ru/eng/index.html
...has been denied for the following reason:

Policy prevents this page to be accessed





[image: image6.png]Ele Edit View Go Bookmarks Tools Help

S0 - & @) ) [@ httpipw freebsd org/
# Getting Started (! Latest Headlines

D-Link DFL-200 - Firewall Policy Access Denied 2. The FreeBSD Project

Home | About | GetFreeBSD | Documentation | Community | Developers | Support

Based on BSD UNIX®

FreeBSD® is an advanced operating
system for x86 compatible (including
Pentium® and Athlon™), amdsd.
compatible (including Opteron™
Athlon™64, and EM64T), UltraSPARCa
1A-64, PC-98 and ARM architectures. It is

Get FreeBSD Now

derived from BSD, the version of UNIXG LATEST RELEASES
developed at the University of Calfornia » Production Releass 6.1
Berkeley. Itis developed and maintained » Broduction (Leqac!

by a large team of individuals. Additional Release 5.5

platforms are in various stages of Upcoming Release 6.2 -

development. BETAZ

» Learn More




