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Date Severity Category/ID Rule Proto Src/DstIf Sre/DstIP Src/DstPort Event/Action
2013-02-01 CONN lanS 192.168.10.20 49336

11:02:06 Into 600004 allow_standard ‘UDP dmz 212.44.130.6 53 conn_open natsat
conn=open connnewsrcip=192.168.4.2 connnewsrcport=56475 connnewdestip=212.44.130.6 connnawdestport=53

2013-02-01 CONN lans 192.168.10.320 32935 conn_close_natsat
11:02:06 Kt 600005 e S dmz 80.68.246.157 80 close

conn=close connnewsrcip=192.168.4.2 connnevsrcport=16664 connnewdestip=80.68.246.157 connnewdestport=80 origsent=1853 termsent=15155

2013-02-01 CONN lanS 192.168.10.30 653215 mﬂn__dur.e‘_namt
11:02:03 L 600005 RTINS ALl dmz 8.8.8.8 53 close

conn=close connnevsrcipm152,168.4.2 connnevarcport=3301 connnewdastipnd.8.8.8 connnevwdestport=53 origgent=£5 termsent=140

2013-02-01 CONN lan5 192.168.10.30 61228

11:02:02 Info 600004 allow_standard UDP TR 8.8.8.8 s3 conn_open_natsat
conn=open connnewsrcip=152.168.4.2 connnevsrcport=30164 connnewdestip=8.8.8.8 connnewdestport=53

2013-02-01 CONN lan5 192.168.10.30 3299 conn_close_natsat
11:02:02 Info 600005 slow_standerd “VCP dmz 217.69.141.138 443 close

conn=close connnewsrcip=152.1568.4.2 connnevwsrcport=25577 connnewdestip=217.69.141.138 connnewdestport=443 origsent=1249 termsent=3977

2013-0Z-01 CONN lanS 192.168.10.30 653215 conn_close_natsat
11:02:02 Info 600005 allow_standard UDP dmz 212.44.130.6 53 close

conn=close connnevsrcip=152,.168.4.2 connnewsrcport=18133 connnewdestip=212.44.130.5 connnevwdestport=53 origsent=55 termsent=0

2013-02-01 CONN lan5 192.168.10.30 61228

11:02:01 Info 600004 allow_standard UDP s 212 .44.130.6 53 conn_open_natsat
conn=open connnewsrcip=192.168.4.2 connnevsrcport=47541 connnevdestip=212.44.130.56 connnewdestport=53

2013-02-01 CONN lan5S 192.168.10.30 3398

11:02:00 Info 500004 allow_standard TCP T 217.69.134.241 80 conn_open_natsat
cann=opan connneawsrcip=192,168.4.2 connnavercport=21091 connnavdestip=217.69.134.241 connnavdastport=80

2013-02-01 CONN lanS 192.168.10.20 60807

11:02:00 Info 600004 allow_standard UDP g 8.8.9.8 53 conn_open_natsat
conn=cpen connnewsrcip=192,168.4.2 connnewsrcport=1914 connnewdestip=8.8.8.8 connnevwdestport=53

2013-02-01 CONN lans 192.168.10.30 60807

11:01:59 Info 600004 allow_standard UDP dmz 212.44.130.6 53 C e it
conn=open connnewsrcip=192.168.4.2 connnawsrcport=41950 connnewdeastip=212.44.130.5 connnewdestport=53

2013-02-01 CONN lanS 192.168.10.30 3396

11:01:59 o 600004 ki AiaSCAnEE A dmz 88.212.196.103 80 IR O H
connNEopEn coNNNEwsrcipeE192.168.4.2 connnavsrcport=s30822 connneawdastip=88.212.196.103 connnewdestport=80

2013-02-01 CONN lan3 192.168.10.30 3394

11:01:59 aae 600004 R dmz 217.69.134.212 80 conn_open_natsat
conn=open connnewsrcip=192.168.4.2 connnewsrcport=1685936 r:qnnnewdestl'p-——z 17.659.134.212 connnewdestport=80

2013-02-01 CONN lans 192.168.10.30 3392

11:01:59 ERR 600004 i e b L dmz 81.19.88.96 80 CE O S
conn=open connnewsrcip=192.168.4.2 connnavercport=45235 connnewdestip=81.19.88.98 connnewdestport=80

2013-02-01 CONN lan5 192.168.10.30 33290

11:01:59 Info 600004 allow_standard TCP dmz 88.212.196.103 80 conn_open_natset
conn=open connnewsrcip=192,168.4.2 connnevarcport=41726 connnewdestip=E8.212.196.103 connnewdestport=80

2013-02-01 CONN lan5 192.168.10.30 51171

11:01:50 Info 600004 allow_standard UDP o 8.8.8.8 53 conn_open_natsat
conn=open connnewsrcip=152.168.4.2 connnewsrcport=37597 connnewdestip=8.8.8.8 connnewdestport=53

2013-02-01 CONN lan5 192.168.10.30 51263

11:01:59 Info 500004 allow_standard UDP o e e conn_open_natsat

conn=open connnewsrcip=152.168.4.2 connnavwsrcport=352433 connnewdeastip=8.8.8.8 connnavwdestport=53
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