Cosnanue Virtual Servers aa DFL-800

DMZ u Virtual Servers

DMZ — (Demilitarized Zone) - 3T0 10M0JIHUTENbHAs! BO3MOKHOCTh MEKCETEBbIX IKpaHoB cepun DFL-
XXX, npenrHazHaueHHast JUIs IPEAOCTABICHUS TOCTYTa K BHYTPEHHUM (TO-€CTh HaXOAAIIUMHUCS 32
firewall u 3amumenasix NAT-om) cepBepam (Takum, kak mouToBsiii, WWW, FTP) nonb3oBaTensm u3
WNureprer. B qanHoM citydae 3anpoc u3BHe Ha 110001 opt BHemHero (WAN) untepdetica
0TOOpa)kaeTCsl Ha TAKOM K€ MOPT KOMIIbIOTEpa, YKa3aHHOT'O B HacTpoiikax DMZ.

To ecTb, BCce OTKPBIThIE MOPTHI HA ’TOM KOMITBIOTEPE AOCTYITHBI CHAPYKH. ITO MOXKET CO3AaTh YIPO3y
0€301acHOCTH JIJIsl JAHHOTO KOMITBIOTEPA, B LIETAX 0€30MacHOCTH BO3MOKHO UCIIONIb30BaHue Virtual
Servers.

Virtual Servers — onpezaensercs GpuKCUpOBaHHE 3HAYCHUE TIOPTOB KOTOPBIE MOXHO TEPEHANIPABHUTD K
nokaiabHOU cetH uepes firewall. [lepeHa3sHadeHre MOPTOB 3AIMUTUT CUCTEMY OT BO3MOKHBIX aTak.

PaccmorpuM HacTpoliky nepeHasHadeHust noptos 1t DFL-800

Hpumuuanue: DFL-800 umeem ob6wexmuwiili unmepghetic, 6ce oeticmaust 6e0ymcsi ¢
npeoonpedenréHHbIMU U CO30AHHLIMU 0OBEKMAMU.

PaccMoTpuM npocteiiinyto cxemy:

INTERNET

FireWall

SERVER

Hawm ny>xH0 nosnyuuts goctyn no SSH k HekoTopoii MamHe BHYTpU ceTu yepe3 urepuert. [1o
ymom4anuto, firewall He nacT nmpolTH CKBO3b 3amIUTy U oOpaiieHue OyaeT OTOpPOIIeHO ¢
COOTBECTBYIOIIEH 3aMUChIO B KypHal coObIThii(Log)



B norax aTo 6yI[eT BBIPAKCHO BOT TaK:

Date SeverityCatergory Rule ProtoSrclf Src/DstIP Src/DstPort Details

2006-05-02 16:58:55 Notice DROP Default Rule TCP wanl 192.168.100.1 192.168.100.239 55830 22 action=drop ipdatalen=40 tcphdrlen=40 syn=1
2006-05-02 16:58:52 Notice DROP Default Rule TCP wanl 192.168.100.1 192.168.100.239 55830 22 action=drop ipdatalen=40 tcphdrlen=40 syn=1
2006-05-02 16:57:59 Notice DROP Default Rule TCP wanl 192.168.100.1 192.168.100.239 55810 22 action=drop ipdatalen=40 tcphdrlen=40 syn=1
2006-05-02 16:57:56 Notice DROP Default Rule TCP wanl 192.168.100.1 192.168.100.239 55810 22 action=drop ipdatalen=40 tcphdrlen=40 syn=1

Hy>xHo co3aTh U IpeaonpeaesinTh HECKOJIBKO OOBEKTOB!

1. Coznaém 00bexT — [P ampec xocta k KOTOpOMY MBI OyJ1eM IIepeHanpaBiIiaTh TpapuK

B i L3 InterfaceAddresses
-@System
- Objects . Use an Address Falder to group related address objects for a better overview.
B , Address Book ) [EJ Edit the settings for this folder
A InterfaceAddresses
_9 Application Layer Gateways a ;Add -
-y Services P Hastlietwo ik
7, Sehedule Profiles 42, 1P Address Group Address + UserAuthGroups - Comments -
[ %508 Certficates ¥ Ethemet Address 192,168.1.1 1PAddrass of interfacs lan
(- VPN Objects 5 Ethemet Address Group 192,168.1.0/24 The network on interface lan
g Rules i, Address Folder 172,17.100.254 1PAddress of interface dmz=
[l gglnterfaces z o dmanet 172,17.100,0/24 The netwark on interface dmz
- W8 Ethernet 4 4 wantip 192.168.110.254 1PAddress of interface wanl
- EEYVLAN 5 9 waninet 152,168.110.0/24 The netwark on interface wani
%) Psec Tunnels 3 4 wanz_ip 192.168.120.254 1PAddress of interface wan2
P PPPOE Tunnels 7 4 wanznet 152,168.120.0/24 The network on interface wan2
o L2TPPPTP Servers - )
P L2TRRPTP Clerts (L] Rightclick on a rom far further aptions.
ﬁ Interface Groups

2. Beibupaem nynkt “IP4 host/network™
Jlo6asmnsiem IP agpec xocta kK KOTOpOMY MbI OyeM MepeHanpaBisTh TpahUK

 DFL-a00 3 Untitled
Bsystem General © User Aulhentication
-] Objects
- j§ Address Book # ] General 5
A InterfaceAddresses [ Use an P4 Address item to define 3 name for a specific |4 host, netwok ar range.
:g Application Layer Gateways
#Services
-5 Schedule Profiles Name: e 1
509 Certificates P Add =
ress: o o " and " Y "
- vaN Objects 192,168.1.22 e.g:"172.16.50.8","192.168.30.7, 102.168.30.11", "102.168.7.0/24" and "172.16.25.10-172.16.25 50'
- _# Rules
- § IP Rules &) Comments L]
~|_glan_to_wan1 Comments: pC
4 port_fwd ssh enable
-\ ACCess
- mgInterfaces
= Routing
&D5 /IDP [+ Cancel

|gi User Authentication
Traffic Shaping
~|ig Zone Defense

[Tocne no6asnenus [P agpeca BHECEM HEKOTOpBIE KOPPEKTUBHI B CO3AaHHBIN 00BEKT “Service”

Jliist mpumepa OyJieM HCIIONIb30BaTh MPEIONPEISICHHbBIN 00beKT s mpoTokona SSH. Hamom#ro, 9To
Hallla 3aj1a4ya MOoJy4YHUTh TOCTYII K YIIPABJICHUIO MAIIMHOW 10 BHelHeMy mopTy 888. Korma mMbl Oyiem
(dbopmMupoBaTh 00palIeHne K CEpBEPY, TO HY>KHO yKa3aTh MOPT HE O-YMOJYaHHUIO, a mopT 888.
Ipumuuanue: ecniu Bol xomume He xomume uzmMeHaAmMs NOpmMbl, Mo npopycmume cayoyrouue 2 waza
W3MeHuM 00BEKT MO NCHOIB30BAHKE IPYTOro HopTa



3. [lepexonumM BO BKJIAJKy Services

o Services
+ @Sys{em
= Objects w7 Semvices are pre-defined o1 user-defined objects rep ing various IP protocals, such as HTTP, FTP and Telnet
(- Address Book m
.Q Application Layer Gateways
D Add~
chedule Profiles
- {g % 509 Certificates # v Name + Type - parameters « Comments
B[ VPN Objects (@ all_services Service Group all_icmp,all_udp,all_tcp All ICMP, TP and UDP services
Bl § Rules 1 (@ al_icmp ICMP Service Al All ICMP services
Bl g Interfaces 2 (@al_tep TCP Service 0-65535 All TCP services
- M@ Ethernet 3 (@ all_udp UDP Service 0-65535 All UDP services
W) VLAN 4 [ all_tepudp Sarvice Group all_tep,all_udp All TCP and UDP services
- () IPsec Tunnels 5 | =cho TCR/UDP Service 7 Echo service
-G PPPOE Tunnels & (@ chargen TCP Sarvica 13 Character genarator
W L2TPPRTP Servers 7 ssh TCP Service 22 Secure shell
Gl LITPPRTP Clerts 8 | ssh-in TCP Service 22 Secure shell with SYN floed pratactian
By Interface Groups 9 (@teinet TCP Service 23 Telnet
‘ ARP Table 10 (@ smtp TCP Service 25 simple Mail Transfer Pretocol
&2 Rauting 11 (@ =mtp-in TCP Service 25 simple Mail Transfer Pratacal with SYN fload protection
e JIDS TE 12 (g time TCP/UDP Service 37 Legacy time service
B fg User Authentication 13 (@ dns-tep TCP Service 53 Domain Name Server via TEP - mainly zane transfers
E N —— 14 (@ dns-udp UDP Service 53 Domain Name Server via UDP - standard queries
= 15 [ dns-all TCP/UDP Service 53 DNS via TEP and UDP
277 RO 16 (% bootps UDP Service 67 Bootstrap protocel {alsa DHCP) server
47 T b 1IND Sarvira R Rrntctram mratacal falen NHEDY Fliant

4. Beibupaem npotrkosr SSH

{ DFL-B00 Kﬂ ssh

E-@S'ﬁtem

5- Objects 4] General 51

EB-| g, Address Book

:& Application Layer Gateways
#yServices

Schedule Profies

Name: ash
- {.509 Certificates
Type:
- | VPN Objects Ve i W
H-_# Rules
- gglnterfaces GEUETS 0-65535
- W Ethernet Destination: 288
—
- Y VLAN (E] Enter port numbers andior port ranges separated by commas. For example: 137-130,448
- ) Psec Tunnels
- PPPoE Tunnels

l_ Pass returned from ICMP error messages from destination
W L2TPPPTP Servers

@ L2TRPPTP Clizrnts
5 Interface Groups

[~ SN flaod pratection (SYN Relay)

- BRP Table # Application Layer Gateway 5
H| g Routing An Application Layer Gateway (ALG), eapable of managing advanced protocols, can be specified for this service
H- g IDS /IDP
H-| g User Authentication aLe: Nene) 5
H | = Traffic Shaping
H-| g Zone Defense axjEEEsans; 1000
# ] Comments B

Comments: | Secure shell

oK Cancel

Nzmensim Destination mopt. Source mopt U3MEHATh HE PEKOMEHYETCsI, KITHEHTCKOE MPHUIIOKECHHE
MOJKET MCIOIIB30BATh MPON3BOJILHBIN MOPT AWana3oHa. MI3MeHsITh MOKHO, €CJH 3apaHee U3BECTCH
Source nopr.

Koraa mpoToxoinsl mpeaonpeieneHsl, Hy>KHO HACTPOUTD pa3pellatolue mpaBuia s
TIepeHanpaBJIeHHs MOPTOB U mpaBuio s firewall. B mpumenmem makere, cpaBauBarotcs Src Port,
Dest Port u Protocol. Ecniu mosnist coBmamyT ¢ nmpeaonpeieIieHHbIM MPaBUJIOM, CUCTEMA OY/IeT UCKATh
Cleyrolee MpaBuiIo IJIs MPOIYCKa MakeTa B 30Hy lan.



Co3nanue mpaBuia JJisl pa3pelieHus Npoxoja B 3aluIIeHHY0 300y LAN

5. Cozmaém manky asist npeAaonpeaeHus npaBut 1ist FW.

4 DFL-B00

@Sys‘lem

I Ohjects

[=-_# Rules

£ § IP Rules

§ Untitled

§ lan_to_wan1
'y ACCESS
erfaces

- | 43Routing

H- @ IDS /0P

- jgiUser Authentication
£ |7 Traffic Shaping

- | g Zone Defense

_§ Untitied

# ) General

An IP Rule folder can be used to group IP Rules into lagical groups for better oveview and simplified management.

Name port_fud
# ) Comments L]
Comments:

6. Beibupaewm Brinaaky IP Rule st coznanust HoBoro npasuiia

4 DFL-600

@System

_§ Rules

El- § P Rules

g lan_to_wan1
_§ port_fwd

\', Access

& D5/ 1DP

[ User Authentication
= Traffic Shaping

g Zone Defense

8 port_fwd

B

Action + Sourcelnterface « Sourceletwork -

An IP Rule folder can be used to group IP Rules inta logical groups far better overview and simplified management.

DestinationInterface «

oK Cancel I

Edit the settings for this falder

DestinationNetwork Service -

G.l Right click en a row for futher aptions.

7. Co3maém mpaBuiIo JUIsl IepeHanpanieHus nopToB. /s storo npeponpenenén napamerp SAT(Static

Address Translation)

__| Objects
E-_§ Rules
E- § IP Rules
#lan_to_wan1
§ port_fwd
8 Access
F - gy Interfaces
Routing
& DS [IDP
User Authentication
4 Traffic Shaping
g Zone Defense

§ untitled
General -~ Log Settings | 'NAT [ "SAT | "SAT Server Load Balancing

# ] General

g An IP rule specifieswhat action to perform on network traffic that matches the specified filter criteria.

Name: SAT_SSH
Action: SAT
—
Senice h
55| hd
Schedule:  (Mone) -

# Address Filter

)

Source Destination
Interface:  want core
— —
Netwoik all-nets v wanl_ip
— ——
#] Comments

Specify source interface and source network, together with destination interface and destination netwod. All parameters have to match for the rule to match.

Comments:

oK Cancel



8. [lepexoaum Bo Bkiagky SAT

' DFL-800 g Untitled
Dysystem General | Log Seftings “NAT | SAT | SAT Server Load Balancing
-] Objects —
B Address Book #] General ]
B i InterfaceAddresses Translate the
[@ Application Layer Gateways
T Services ¢ Source IP Address
.. S
57 Schedule Profiles ¢& Destination IP Address
————
- gl X 509 Certificates To
-4 VPN Objects
5 =) RJI 1 New IP Address: Pc_1 v
=] s ules
E- § IP Rules New Port: 22 @Tmsvalue may only be applied on TCP/UDP services with port set to either a single port number or a port range without gaps
h —
g lan_to_wan1 |— All-to-One Mapping: rewrite all destination |Ps to a single IP
_§ port_fwd
-8y Access

- | g Interfaces o I o I
- 43 Routing

H- @05/ 1DP

- g User Authentication

- |7 Traffic Shaping

o

9. OmnpenensieM Ha KakoW MOPT OyAyT NEpEHAINPABIATCS JaHHbIE.
Ipumuuanue: Ecau Bol He npedonpedensiu nopm, mo 6 noie “‘New Port” nuuezo 6600umu He HYIHCHO.
Haoswcumaem OK u cozoaém Hosoe npaguno onsi FW

"¢ DFL-B00 g Untitled
'@575‘5“‘ General - Log Settings | "MAT }"SAT "SAT Server Load Balancing
E-_J Objects
- Address Book # ] General B
- g InterfaceAddresses An IP wle specifies what action to perform on network traffic that matches the specified filter criteria.
[@ Application Layer Gateways
BServices —
— . h_all
¢y Schedule Profiles s=hatow
-\ % 508 Certificates Aeien Al
B[4 VPN Objects Service: ssh
—
Ch -§R;'es Schedule:  (Mone) “
- & IP Rules
r-iglanto_want # Address Filter L]
- |_§ port_fwd
P ) Specify source interface and source network, tagether with destination interface and destination network. All ters have to mateh far the rule ta match
o)
g Interfaces 3“-¢
- 2 Routing Souree Destination
[+ @ IDS ] IDP Interface: wanl v core
[~ jg User Authentication T
[~ Traffic Shaping s au-&ts o2 mel
[+~ gl Zone Defense
. 4 Comments ]
Comments:

oK Cancel

B mone action BeicTaBuTh allow, uTo OyaeT coobmars firewall, Bce makeThl COBMAaBIINE C MPABHIIOM
OyIyT MPOIYIIIEHBI.

3AMEYAHUE:
Ipu ucnonvzosanuu nepenanpanenus nopmos, 8 Destination Inerface neooxooumo yxazvieams “Core”



10. B pe3ynbTaTe Mbl HMEEM JBa MpaBuUa.
/gpmtﬂm

4 DFL-800

@Sys{em

Bl Objects An IP Rule folder can be used to group IP Rules inta lagical graups for better overview and simplifisd management

EH A Address Book _,_.g [EJ Edit the settings for this folder
- o InterfaceAddresses

- :g Application Layer Gateways ) Add ~

~f iy Services

Schedule Profiles ¥~ MName Action Sourcelntarface + Sourcelietuork « DestinationInterface « DestinationNetnork + Service »

o § untitied SAT M8 vani 4 all-nets o core 4 wani_ip i ssh
1 § =sh_alow Allow W8 vanl 2 all-nets o core 2 wani_ip B ssh

B[ YPN Objects
- g Rules
£ § P Rules (L] Right-click on a raw for further options
- g lan_to_wan1
S g port_fwel
-\ ACcess

- a\l';tel'faces

| 23 Routing

- @ DS /IDP

| g User Authentication
-\ 7 Traffic Shaping

[ [ [ [ [ 3]

- g Zone Defense

Ipumeuanue.: 3a npasunom SAT cpa3y e dondxcro uomu npasuno Allow, unaue firewall ne
nponycmum naxem 6 301y LAN, k cepgepy.

[TpoBepka paboOTOCIIOCOOHOCTH CHCTEMBI

Henpto 6bU10 IEpeHanpaBuTh NOpT ¢ BHemHero uurepdeiica WAN Bo BHyTpeHHot0 noacets LAN.
Jlia npumepa ucnomns3oBanocs cepsuc SSH ¢ 22 TCP noprom [u1st yCTaHOBIIEHUS COEUHEHUI.
[Ipemmaranock nepeHanpaBuTh ¢ BHENIETo mopra 888 k BHypeHHEMY NopTy, uepes firewall, Ha mopt 22
Jnis Tecta HyKHO noacoeieHUTbess K WAN mopTy ¢ HOMOIIBIO KPOCC-NAaTYKOP/a U 3aITyCTUTh
KOMaH/HYIO CTpPOKY. BhInoiHeHune nepeHanpaieHus NOpTOB MOXKHO IIPOBEPUTH C MOMOIIBIO YTUIIUTHI
telnet.

Cuntakcuc: telnet <ip_host> <destination port>

B Hamewm ciyuae komaHnia OyJeT BBITIIAETh TaK:

MES# telnet 192.1F8.100.25 888
Trying 192.1g8.100.25...
Connected to Debi.msk.dlink.ru.
Escape character is '*]'.
SSH-2.0-0pen3sH 4.2pl Debian-7



