Hacrtpoiika failover konduryparnuu u ucrnons3oanue PBR nms HanpaBneHus pa3inyHbIX THIIOB
Tpaduka gepes pa3Hbix ISP, ocobennocTu ucnons3oBanust SAT Ha nByx ISP.

By,ueM paccMarpuBaTb NPpUMEP HAa OCHOBE CICAYIOIINUX NJaHHBIX:

ITepssiii ISP:

Twum nogkarouenns Cratnuyeckuii IP

IP 192.168.60.5

Macka 255.255.255.248 ( B OUTHOM BHUJIE I UCXOAHBIX TaHHBIX 192.168.60.0/29)
103 192.168.60.1

DNS 192.168.100.1

Bropoii ISP

Tun noaknroueHus: Craruueckuii 1P

IP 10.10.10.50

Macka 255.255.255.252 (B OutHOM Buje s ucxoanbix qaHabix 10.10.10.48/30)
[IImr03 10.10.10.49

DNS 10.1.10.1

YcTaHOBUM Ha YCTPOMCTBE MPENOCTABICHHbBIC MPOBAIepaMu JaHHBIE.
3aiinute Ha Web untepdeiic ycrpoiictBa HabpaB B cTpoke Opaysepa ( IE6/7 Firefox, mozilla)

https://192.168.1.1, aBTopu3npyeMcs B HOSBUBLIEMCsl OKHE, TI0 yMoadaHuto Username admin
Password admin

Bri6epuTte cnesa Interfaces, 3arem Ethernet, nanee wanl, caumure ranouky ¢ Enable DHCP Client
n HaxmuTe OK.

¥
|2l wanl

L DFL-8E0 An Ethemnet interface represents a logical endpoint for E
| #£3 System
Objects General Hardware Settings Advanced
L § Rules # 7 General
=]yt Interfaces

..... :e;JEthernet Mame: wani

..... ._. d'._r.'LAN

..... 7 IPsec IP Address: wanl_ip [

..... 0% oRE Network: wanlnet -

----- {8 PPPOE

----- B PPTPA2TP Servers Default Gateway:  wani_gw v

----- {8 PPTPIL2TP Clierts Receive Multicast  |aute 3

----- [alnterface Groups Traffic:

..... # ARP
[+l =% Routing |_ Enable DHCP Client

4R
[+]- dIDP TIPS Enabling the DHCP Client will create and use the objec
[ |6 User Authentication Dhjects that are needed by the DNS client and don't ex
[ =1 Traffic Management Host N .

o ame:

[+ @ ZoneDefense F

|_ Enahble Transparent Mode

YcranoBum
JaHHBIE TIpoBaiiiepoM Ha uHTepdelicel wanl u wan2


https://192.168.1.1/

Bri6epure cneBa Objects — Address Book — InterfaceAddresses,

- DFL-860
£3 System
E| | Ohjects
: 2|2 Address Book
L[B InterfaceAddresses |
..... '3 ALG with AVMCF
-y Services
~aiw [P Pools
..... ,. MAT Pools
"' Schedules
44 Authentication Objects
[:l_, : YVPM Ohjects

W3MEHHTE CICAYIONINI O0BEKT, KIMKHHUTE Ha 00bekT wanl _ip, B mosie IP Address: yctanoBuTe
192.168.60.5 u Haxxmurte Ok

- wanl_ip

Use an IP4 Address itern to define a name for a specific IP4 host, netword or range.

General User Authertication

% | General

Narme: wanl_ip

IF Address:§ | 152,168.60.5 e.g:"172.16.50.8", "192.168.7.0/24" and "172.
# | Comments

Comments: [pAddress of interface wani

HOBTOpI/ITe HeﬁCTBHﬂ C YKa3aHHBIMHU 00BEKTaMH U BEICTABUTE IMPUBCACHHBIC ITapaMETPhI
B wanl gw 192.168.60.1, B wanlnet 192.168.60.0/29, wanl dnsl 192.168.100.1, B wan2_ip
10.10.10.50, B wan2net10.10.10.48/30.

CoznaguMm oowekT wan2 gw. Kimmkuaure Ha kHOTKy add u3 mento Beioepute [P addresses, B momne
Name yxaxkute wan2_gw, a B osie [P addresses 10.10.10.49, 3atem Haxxmute OK.

- IP address

*lAdd‘ 4| Editthis abject . .
. = Use an IP4 Address item to define a name for a specific IP4 1
j-i-% Ethemet address —
- Address General User Authertication
J_i_ﬂ! Ethernet address group
= 172,17.100.254
* IP address %/ General
3 172.,17.100.0/24
graup Mame:
- 192,168.1.1 Wan2_gw
1 lannet 192,168.1.0/24 P Address: | 10,10,10.49 e.g: "

BricTaBum 1utto3 Ha a1 uHTEpdeiica wan?2.



Bri6epute cnesa Interfaces, 3atem Ethernet, nanee wan2, B mone Default Gateway: BeiOepuTe
wan2_ gw u Haxmure OK.

13 wan2

An Ethernet interface represents a logical end

General Hardware Settings Advance
% | General

Name: wan2

IP Address: wan2_ip w
Metwor: wanZnet L

ID efault Gateway: wan2_gw £
Receive Multicast Auta w
Traffic:

ITepen nactpoiikoii Failover koHGUTypaluu akIieHTUPYIO Ballle BHUMAaHUE HAa OCOOEHHOCTSIX
JTAaHHOM KOH(UTYypanuu, MPexie BCEro CTOUT 00paTUTh BHUMAHUE HA TO, YTO MBI pa3/elisieM
MapHuIpyTsI K all-nents Mo MeTpuKe, y OCHOBHOTO MOJIKIIOUSHHSI METPUKA BBICTABIISICTCS TJIABHEE
YeM Ha MOJIKIIOYEHUH KOTOpoe Oy/IeT HCIOIb30BATHCS KaK pe3epBHOE (YeM MapaMeTp METPUKU
MEHBIIIE TEM MapIIPyT INIaBHEE), U3-3a 3TOM 0COOEHHOCTH U HE paboTaeT NepeHanpapieHe MOpToB
C pPe3epBHOT0 MOJKIIOYEHHS, KaK Pa3peIInTh 3Ty CUTYalHIO Oy/IeT OMMCaHO Jajee.

Wcxonum U3 gaHHBIX, 4TO NOAKI0YeHUE K tepBoMy ISP ocHoBHOE a ko Bropomy ISP pesepsHoe.

Jlis mepexiIroueHns ¢ OCHOBHOT'O KaHalla Ha pe3epBHbBII HEOOXOIMMO OTCIIEKUBAThH CTATYC
MOJIKJTFOUEHHS. YCTPOHUCTBO YMEET OTCIICKHUBATH CICAYIOIIHNE MapaMeTphl, HATHIHE (PU3UIECKOTO
noaxmodenus (link) 1 foctynHocTs nutio3a (YCTpoiCcTBO OnpamnBaeT uTio3 uenoiab3ys ARP).
Ecnu nutro3 mepectaneT ObITh JOCTYITHBIM WK TIPOTIAZeT (PU3NIECKOE COSNMHEHHE, YCTPOHCTBO
IPOCTO OTKJIIOYUT OCHOBHOM MapuIpyT K all-nets (B HaiieMm ciyyae 3To HojakItoueHue wanl), HO
IIPY ATOM OCTAeTCsl MapIIpyT K all-nets Ha pe3epBHOM MONKITIOUEHIH, Yepe3 KOTOPBIH U TIOHIET yKe
BeCh TpaguK.

Jl1s oTCcnexXuBaHMs CTaTyca OCHOBHOI'O COEMHEHMSI, HAZI0 CO3/1aTh /1Ba KMOHUTOPHUIIUXCS
MapupyTa, nepBbiif wanl - wanlnet, Bropoit wanl — all-nets — wanl _gw u ynanuTsb
CYIIECTBYIOIME MAapIIPYTHI 3TOro HHTepdeiica. B mepBom mMapuipyTe Mbl OyieM OTCIIEKUBATh
TOJIBKO Hajnuue ¢puznyeckoro coenunenus (link'a) Bo Bropom Hanmuue GU3MUECKOTO COeTMHEHUE
U 1IIJTI034.

Bri6epute cnesa Interfaces — Ethernet — wanl, 3aiinure Ha Bknaaky Advanced u cHummuTe
ranouku ¢ Add route for interface network u Add default route if default gateway is specified u
Haxmute Ok.



1= wanl

An Ethernet interface represents a logical endpoint for Ethermnet traff

General Hardware Settings

# / Automatic Route Creation

Autormatically add commoenly used routes related to this interface

I_ Add route forinterface netwot

I- Add default route if default gateway is specified

Raoute Metric:

OTUM JIEHCTBHEM MBI YAAJIUM aBTOMAaTUYCCKH CO3AA0IMIUCCA MapIIPpyThl HA PIHTCp(I)CfICC wanl.

Bri6epure cneBa Routing — Routing Tables — main (read-only). Bsl cpa3y 3ameTute 1Ba
MEePeYePKHYTHIX MapIIpyTa, ITH MapHIPYTHl OBUIH CO3JJaHBI ABTOMAaTUIECKH CUCTEMOM ISt
uHTepdeiica wanl u OyayT yaaneHsl ocjae akTuBalMy HacTpoek. Co3/1aeM /1Ba aHaJIOTHYHBIX
MapIIpyTa Kak epedepKHyThIe, C IPYroi MeTpUKoii (6osee I1aBHOM) U aKTUBUPYEM Ha ATHX
MapuIpyTax OTCISKUBAaHHE CTaTyca COCTUHEHUS.

Haxwmurte kaHonky add, u3 Beinagaromero MmeHio Beibepute Route, B mone Interface: ykaxure wanl,
B niosie Network: wanlnet, meTpuky BeicTaBuTe 90

" Route

A route defines what interface and gateway to u

General Proxy ARP Monitor

% | General
Interface: wanl W
Metwark: wanlnet L
G ateway: (Maone) w
Local IP Address: (Hane) L¥
Metric: 90

- " Route

. . A route defines what interface and gateway to
3a1/1111/1Te Ha BKIIaJIKY MOI‘lltOI‘, YCTAaHOBHUTEC IraJIOYKH

Ha Monitor This Route u Monitor Interface Link General [° Proxy ARP
Status, 3arem Haxmure OK. # J Meonitoring for Route Failover

The health of a route may be monitored for route

F Manitar This Route

# Method

IF Maonitor Interface Link Statusl

|_ Manitar Gateway Using ARP Lookup

|_ Manual ARP Lookup Interval: | | qon



Coznas 3ToT MapuipyT, Mbl yka3zanu DFL, ato Ha wanl uHTepdeiice y HEro HaXOIUTCS CETh
192.168.60.0/29, (YctpoiictBo Oymet obpamiarses k [P anpecam ¢ 192.168.60.1 mo 192.168.60.6
MUHYS IUTI03) U aKTUBUPOBAIIM OTCJICKUBAHNE HAMUYUS (PU3NUYECKOTO COSTUHEHUSI.

Haxwmure add, u3 Beimanatomero MeHro Beioepute Route, B mose Interface: ykaxxute wanl, B mone
Network: ykaxwuTte all-nets, B mone Gateway ykaxute wanl _gw

_|I” Route

A route defines what interface and gateway to

General Proxy ARP Monitor

# | General
Interface: wanl L
M et all-nets w
Gateway: wanl_gw W
Local IP Address: (Maone) "
Metric: a0

3aiinuTe Ha BKIaJKy Monitor, yctaHoBuTe ranouku Ha Ha Monitor This Route, Monitor Interface
Link Status u Monitor Gateway Using ARP Lookup, 3arem naxxmure Ok.

_I” Route

A route defines what interface and gateway to use in order to

General Proxy ARP

# / Monitoring for Route Failover

The health of a route may be monitored for route failover purpos

||_,— Manitar This R-:-utel

# ) Method

-« Wlonitor Interface Link Status

~ Monitor Gateway Using ARP Lookup

I_ Manual ARP Lookup Interval:| { qon

Co3nanueM 3TOro MapiIpyTa Mbl yKa3zalid yCTPOUCTBY, uepe3 wanl gw MaplipyTHU3UpoBaTh BECh
paspenieHHbIN TpaduK KOTOPHIN MPEeIHa3HAYCH JUTs ceTell He 0003HaueHHBIX Ha uHTepdeiicax DFL
U aKTHUBUPOBAIH OTCIICKUBAHUE HATUUUS (DU3MUECKOTO COSAMHEHHUS U IILTI03a.

Konduryparnus failover rotoBa, HO elie He MOXET IMOJHOIIEHHO UCTIOIh30BAThCA, T.K. HET
paspemnaronyx MpaBuI JjIs pe3epBHOTO COSTUHEHUS, T.€. IpH cpadbarpiBanmH failover, yctpoiicTBo
MPOCTO HE BHIMYCTUT Tpaduk uepe3 BToporo [SP. U3MeHnM koHpUTyparuio ycTpoiicTBa uist TOTO
4TOO MO3BOIUTH TPAPHUKY MPOXOIUTH KaK Yepe3 MEPBOE TaK U Yepe3 BTOPOE MOAKITIOUCHHE.

Bri6epute cnesa Interfaces — Interface Groups. Haxmute knonky Add, Beidepute InterfaceGroup,
B mosie Name: ykakute wans, Terepb 100aBbTe B rpymnmny uatepdeiicel wanl u wan2 myrem
BBIJICJICHHS] M HAKATHS U HAXKATHS KHONIKK > > , YCTaHOBUTE Tanodky Security/Transport Equivalent
u Haxmute OK.



i InterfaceGroup

Use an interface group to cambine several interfaces for a simplified securi

# J General

Name: wans

F Securnty/Transport Equivalent I

# J Interfaces

Available Selected

any - wanl -
care wan2
dmz
lan

3

=z

- -

Bri6epute cneBa Rules — IP Rules — lan_to wanl, B 3T0i1 manke HaxoasATCs IpaBuiia
yIpaBIISAONIUE JOCTYIIOM U3 CeTH lan B ceTh wanl, H3MEHUM IpaBHUiIa TAKUM 00pa3oM, 4T00
TpaduK MOT TakK k€ BBIXOTUTH U uepe3 wan2. MI3MeHNM B KaKJIOM M3 YeThIpeX MpaBwiI HHTEpderic
Ha3Ha4yeHHs ¢ wanl Ha cOo3/1aHHYIO Ipymniy UHTep(deicoB wans.

&> drop_smb-all

An IP rule specifies what action to perform on netwok traffic that matches the speci

General Log Settings AT SAT SAT SLEB Multiplex SAT
# | General
Mame: drop_smb-all
Action: Cirop L
Service: smb-all -
Sehedule: (Mone) o

4 Address Filter

Specify source interface and source netwoik, together with destination interface and de

Source Destination
Inteace: tan "’ i
MNebaor: lannet v all-nets e

ITocne u3meneHUs IMpaBuJI, OHU JOJKHBI ITPUHATH TaKoH BU]

# » MName » Action » Source interface Source network « Destination interface Destination network « Service -

1 § drop_smb-all @ Drop [ lan 2 lannet __JJ wans = all-nets ﬂ smb-all

2 § allow_ping-outbound E|i MAT [ lan 2 lannet _JJ wans 2 all-nets ﬂ ping-outbound

3 § allow_ftp-passthrough_av E|i MAT [ lan 2 lannet __JJ wans 2 all-nets ﬂ ftp-passthrough-av
4 § allow_standard ﬂ MAT [ lan 2 lannet iy wans 3 all-nets ﬂ all_tepudp

[Tpou3BeneHHBIX HACTPOEK JOCTATOYHO AJisi pocToit failover koHbUTrypalyu, MOKHO COXPaHHUTh U
AKTUBHPOBATh HACTPOMKHU.

Hactpoum ycTpoiicTBO Tak, 4T00 OHO HampaBIsIo Bech ftp Tpaduk yepe3 BToporo nposaiiaepa, a B
CJlydae ero HeJOCTYIIHOCTH 4epe3 NepBOro.



[Tepen HacTpoiikoi JaHHOM KOH(UTYpALIMU XOUY aKIIEHTUPOBATh BHUMAHUE HA CIIEAYIOIINX
0COOEHHOCTSIX, BCE NepeHarnpanieHus Tpapuka OyayT OCyIIEeCTBIAThCSA IpU moMmoniu Routing
Rules (PBR) koTopsie OynyT IpoCcToO «3aBOpavunBaTh» yYKa3aHHBIN TpaduK yepe3 albTepHATUBHYIO
TaONHIy MapIIPyTHU3AIHUH, B KOTOPOH YK€ B OTIIMYUH OT OCHOBHOU TaOJIMIIHI MapIIPyTH3AIIUN
OCHOBHBIM TOJIKJIIOUEHUEM Oy/IeT MOIKIIOYEHNE Yepe3 BTOPOTro MpoBaiiiepa, a pe3epBHOE Yepes
HIEPBOTO.

Coznanum ajnbTepHATUBHYIO TAOIUIy MapIIPYTH3aLUU U MApPIIPYTHI JIJIsl 3TOM TaOIUIIBL.

Bri6epuTte cneBa Routing — Routing Tables, naxxmute Ha kHOnKy Add, Be16epuTe Routing Table, B
nosie Name: ykaxute Alt, B mone Ordering BeiOepute Only u Haxxmure Ok.

" Routing Table

The systern has a predefined main routing tahle. s

# /] General
Mame: Alt
Crdering: Cinly “

|_ Remove Inteface IP Routes

(rmake firewall totally transparent)

Teneps co3maauM OCHOBHOM U PE3EPBHBIN MapUIPYT.

Haxwmure knonky Add, BeiOepute u3 cnucka Route, B mose Interface ykaxkute wan2, B ose
Network: all-nets a B mone Gateway: wan2_gw, Metpuky BbicTaBute 90

_” Route

A route defines what interface and gateway t

General Proxy ARP Manitar

# | General
nterface: wan2 L
Metwork: all-nets w
iz ateway: wan2_gw W
Local IP Address: (Mone) w
"u'letric: 20

3aiinuTe Ha BKJIaAKy Monitor , yctaHoBHTE raiouku Ha Ha Monitor This Route, Monitor Interface
Link Status u Monitor Gateway Using ARP Lookup, 3arem naxxmure Ok.

" Route

A route defineswhat interface and gateway to use in order to

General Proxy ARP

# / Monitoring for Route Failover

The health of a route may be monitored for route failover purpos

w Monitar This Route

#7 Method

.« Mlonitar Interface Link Status
» Monitor Gateway Using ARP Lookup

|_ Manual ARP Lockup Interval: 1 qop




Haxxmute add, u3 Beimanaromniero MeHro Beioepute Route, B mone Interface: ykaxure wanl, B moine
Network: ykaxkute all-nets, B mone Gateway ykaxure wanl gw, meTpuky ycranosure 100 u
Haxmute OK.

|
_|” Route
A route defines what interface and gateway 1

General Proxy ARP Menitor

# | General
Interface: wanl w
M et i all-nets w
Gateway: wanl_gw L
Local IP Address: (Mone) w
Metric: 100

AnprepHaTHBHas TaOIKIa MapIIpyTH3allMK TOTOBA, Terepb Haao npu nomoiny PBR 3aBepHyTs ftp
TpapukK B ATy TaOIHILY.

[Tonpobnee paccmorpum Routing Rules, u moruky nanHoro mpaBuiia, €Ciid IOHATH €€, TO B
JATbHEHUIIIEM BOTPOCOB KaK MOCTPOUTH CIOKHYIO MapIIpyTH3allMu C ucnoib3oBanueM PBR nHe
BO3HUKHCT.

“g Routing Rule

A Routing Rule forces the use of a routing table in the fonward andfor returr
the main routing table.

# J/ General
Name:
Fomward Table:  (Fane) W
Return Table: (Mane) W
Semwice: (Mane) w
Schedule: (Mone) w

# J Address Filter

Specify source interface and source network, together with the destination inte

Source Destination
Interface: (Mone) v (MHane) e
Networ: (Mone) W (Mone) £

Paccmotpum npasusio nonpo6Hee, B tanHoM npasuiie Address Filter u Service sBnsitorcs
¢GuIbTpaMH TOTO KOT/Ia 3TO MpaBmiio Oyaer padorats, a Forward Table u Return Table yxe
OTBEUAIOT 3a nepeHanpasienue Tpaduka. Forward Table ykaspiBaeT kakyro TaOIUIly UCTIOIB30BATh
JUIs OTHpaBKH Tpaduka (Mcxonsmuit Tpaduk), a Return Table kakyro Tabnauiy MapipyTH3auu
UCIIOJIB30BaTh JUIsl BXOASIIETro Tpaduka(BXoAsmui Tpaduk).



Tenepb co3zmaaum MpaBUIIO KOTOPOE MepeHamnpaBuT ftp Tpaduk yepes3 BToporo nposaiigepa (depe3
AITBTEPHATUBHYIO TAOIHUIy MapIIPYTH3AIIUH).

Haxxmute kHonky Add, BeiGepute Routing Rule, B mone Forward Table ykaxure Alt, B mone Return
Table ykaxute main, GpuiasTpsl HHTEP(PEICOB XanmoaHUTE ciaeayoumm oopasom. Source Interface
lan, Source Network lannet, Destination Interface wanl, Destination Network all-nets, 1 HaxkMuTe
Ok.

“g ftp_outbound

A Routing Rule forces the use of a routing table in the fonward andfar re
the main routing table.

# | General
Mame: ftp_outbound
Fonward Table:  alt L¥
Return Table: main L¥
Service: ftp-passthrough L
Schedule: (Maone) LV

# | Address Filter

Specify source interface and source netwomk, together with the destination i

Source Destination
Interface: lan w wanl w
Metwo lannet w all-nets w

OTHUM IPaBUJIOM MBI YKa3alld yCTPOUCTBY, uTo ftp Tpaduk (service), HanpapsSIOLIHiics U3
BHYTPEHHHUH CeTH lan BO BHEIIHIOIO CETh Uepe3 MepBoro npogaiaepa (wanl), 3aBepHyTh B
aJbTEPHATUBHYIO TaOIHIy MapIIpyTH3aLUH, I7Ie YKa3aH B KAYE€CTBE OCHOBHOTO COEIMHEHNE wan2
(BTopoii poBaiinep). B pesynprare Bech FTP Tpaduk nepenanpanisercs uepe3 BTOPOro
npoBaiifiepa. A B ciiyuae OTKa3a BTOpOTO MpoBaiiepa, OyAeT 3a/1eicTBOBaH YK€ BTOPO MapuIpyT B
aNbTepHATUBHOMN Tabnuie, u ftp Tpaduk HanmpaBUTHCA yXKe yepes MEpBOro MmpoBaiiiepa.

[Tpu HEOOXOIUMOCTH MOKHO MapLIPyTU3UPOBATh TPA(UK TOIBKO OT YACTHU BHYTPEHHUX
nojb3oBarene, nmpocto nameHuB Source Network lannet nHa nuanazon IP anpecoB BHyTpeHHHX
NOJIb30BaTENEH WM HalpUMep MapIIpyTH3UpoBath ftp Tpaduk uepes3 Broporo nposaijepa B
ClIy4ae TOJIBKO KOTZla OH UJET TOJIbKO Ha ONpeieNIeHHBIN cepBep, B 3TOM ciiyyae BMecTo all-nets,
Hao noacTaBuTh [P anpec ftp ceppepa.

[Tpu nomout PBR, MBI Tak e MoXeM 3acTaBUTh paboTaTh MPOOPOC MOPTOB, €CIIN OH
HCIIOJIB3YETCA HA PE3EPBHOM KaHaJIe, AJI ATOTO HAJI0 CO31aTh IIPABUIIO, KOTOPOE YKAKET
YCTPOWCTBY, YTO Ha BECh BXOJAIINI TpapuK HAa pe3epBHBIN HHTEpdeEiic, OTBEUaTh C 3TOTO K
uHTep(delica a He OCHOBHOTO. B KauecTBe npumepa CMOTPUTE CKPUHIIOT OAOOHOTO MPaBHiIa HIDKE.



’f?::g inbound

A Routing Rule forces the use of a routing table in the forward andiarr
the main routing table.

% | General
Mame: inbound
Fonward Table:  |main L
Return Table: At £
Service: all_services W
Schedule: (Mone) W

# | Address Filter

Specify source interface and source network, together with the destination

Source Destination
Interface: any W wan? "
Metwork: all-nats w all-nets "

CoxpaHHTE U aKTUBUPYHUTE HACTPOUKH.



